UNIVERSITY OF RIJEKA
FACULTY OF ENGINEERING

Klea Elmazi

A Federated Learning Framework for
Explainable Proactive Task Offloading in
IoT Systems

DOCTORAL THESIS

Supervisor:
Prof. dr. sc. Jonatan Lerga

Rijeka, 2026



SVEUCILISTE U RIJECI
TEHNICKI FAKULTET

Klea Elmazi

Okvir federiranog ucenja za objasnjivo
proaktivno delegiranje zadataka u
sustavima interneta stvari

DOKTORSKI RAD

Mentor:
Prof. dr. sc. Jonatan Lerga

Rijeka, 2026



Doctoral thesis supervisor: Prof. Jonatan Lerga, PhD (Faculty of Engineering,
University of Rijeka)

The doctoral thesis was defended on at the University of Rijeka,
Faculty of Engineering, Croatia, in front of the following Evaluation Committee:

1. Prof.
2. Prof.

3. Prof.

Rijeka, 2026



Acknowledgements

This PhD journey has been one of the hardest and most meaningful things I have
ever done, and I could not have done it alone. I want to start by thanking the
Faculty of Engineering, University of Rijeka, for giving me the opportunity to carry
out this research. Being part of this institution and its academic community has
been a true privilege.

My deepest thanks go to my supervisor, Prof. Jonatan Lerga, who guided me
through every stage of this work. He was patient when I was stuck, honest when
I needed direction. He didn’t just help me finish a PhD, he helped me grow as a
researcher. I also want to thank all the professors and collegues who have been part
of my academic path over the years. Every course I took, every conversation, every
piece of feedback shaped the way I think and work today. I am thankful to each one
of them.

To my parents and my brother, thank you for everything you have given me. You
worked hard so I could have the chances you didn’t, and you raised me to believe
that I could do anything if I tried hard enough. This achievement is yours as much
as it is mine.

To my parents-in-law, thank you for your constant support and kindness. Your
encouragement throughout this journey meant more than you know.

To my husband Donald, thank you for standing by me through all of it. The
stress, the late nights, the moments of doubt, the success, you were always there.
You never let me feel like I was doing this alone. You inspire me to be the best
version of myself. I am so grateful for you.

And to my daughter Hana, you are the reason I keep going. There are hard days
when I want to stop, but then I think of you I find the strength to move forward. I



hope that one day, you are proud of me just as I am proud of you. Everything I do,
I do it for you.
To everyone who gave me an opportunity that, in one way or another, led me to

this moment, thank you.



Abstract

As Internet of Things (IoT) infrastructures and distributed intelligent systems con-
tinue to grow, there is an increasing need for efficient task offloading that can meet
strict requirements in terms of latency, energy efficiency, and scalability. Centralized
machine learning approaches are often limited by communication overhead, privacy
concerns, and reduced adaptability to dynamic environments. This thesis addresses
these challenges by proposing a Explainable Digital Twin-Federated Multi-Agent
Reinforcement Learning (XDT-FMARL) framework for proactive task offloading in
heterogeneous IoT networks.

The proposed methodology integrates (i) Federated Learning (FL) to enable
scalable multi-device training without centralized data collection, (ii) Multi-Agent
Reinforcement Learning (MARL) to optimize distributed offloading decisions, (iii)
Digital Twin (DT) to provide predictive awareness of device and network states (e.g.,
battery evolution, CPU load, and latency), (iv) explainability mechanisms based on
gradient-driven feature attribution to improve interpretability and trust, and (v)
Large Language Model (LLM)-assisted context reasoning to support transparent,
context-aware decision intelligence.

A comprehensive simulation environment is developed to model Non-Independent
and Identically Distributed (non-IID) data, device behavior, fluctuating wireless con-
ditions, and diverse workload profiles. Experimental evaluation compares the pro-
posed approach against local-only and naive offloading baselines across stable and
unstable scenarios. Results demonstrate improved offloading stability and conver-
gence through DT integration, enhanced scalability via federated policy aggregation,
and increased transparency through explainability outputs that align with relevant

system features. The findings validate the framework as a practical step toward

I1I



trustworthy and proactive offloading in DT—driven, privacy-aware IoT ecosystems.

Keywords: Internet of Things (IoT), Distributed Intelligence, Computation Of-
floading, Federated Learning, Digital Twins, Multi-Agent Reinforcement Learning,
Large Language Models, Edge Computing.



Sazetak

Tijekom posljednjeg desetljeca, Internet stvari (IoT) razvio se u opsezan distribuirani
racunalni ekosustav koji povezuje senzore, aktuatore i ugradbenu inteligenciju u
razli¢itim domenama, ukljucujuci industrijsku automatizaciju, pametne gradove,
prometne sustave i inteligentnu infrastrukturu. Ovi se sustavi oslanjaju na ure-
daje ogranicenih resursa koji kontinuirano generiraju velike koli¢ine podataka, is-
tovremeno izvrsavajuci zadatke oc¢itanja, obrade i upravljanja uz stroga ogranic¢enja
latencije i potrosnje energije. S porastom broja povezanih uredaja, uc¢inkovito up-
ravljanje racunalnim i komunikacijskim resursima postaje kljuc¢an izazov. Posebno
je vazno odrediti kada se zadaci trebaju izvrsavati lokalno, a kada ih treba prem-
jestiti na rubne ili resurse u oblaku, kako bi se o¢uvao odziv sustava i produzio vijek
trajanja baterije uredaja.

Tradicionalne centralizirane racunalne arhitekture sve su manje prikladne za
suvremene [oT sustave. Slanje svih podataka na udaljene posluzitelje u oblaku
uzrokuje povecanu latenciju, zagusenje mreze i visoke komunikacijske troskove. S
druge strane, izvrsavanje svih zadataka lokalno na uredajima brzo iscrpljuje bater-
ijske resurse i ogranicava slozenost modela strojnog ucenja. Zbog toga su se rubno
racunarstvo (engl. edge computing) i federirano ucenje (engl. federate learning -
FL) nametnuli kao klju¢ni pristupi za distribuiranu inteligenciju. Rubno racunarstvo
omogucuje obradu podataka blize njihovom izvoru, dok FL omoguéuje zajednic¢ko
treniranje modela bez centralizacije sirovih podataka. Medutim, stvarni IoT sustavi
karakterizirani su visokom heterogenoséu i dinamikom: uredaji imaju razli¢ite hard-
verske mogucénosti, bezicne veze su promjenjive, opterecenja variraju, a podaci su
¢esto neovisni i nejednako distribuirani (non-I1ID). Ovi ¢imbenici znacajno otezavaju

koordinaciju ucenja i rasporedivanje zadataka.



Ova disertacija adresira navedene izazove predlazuéi integrirani okvir za proak-
tivno rasporedivanje zadataka u distribuiranim IoT sustavima. Predlozeni okvir
kombinira prediktivne digitalne blizance (engl. digital twin - DT, federirano viseagentno
pojacano ucenje (FMARL), mehanizme objasnjivog odlucivanja te zakljucivanje uz
pomo¢ velikih jeziénih modela (engl. large language model - LLM). Glavni cilj
istrazivanja je omoguéiti IoT uredajima donosenje prilagodljivih, adaptivnih od-
luka o rasporedivanju zadataka tako da optimiziraju potrosnju energije, racunalno
optere¢enje i komunikacijsku latenciju, uz o¢uvanje transparentnosti procesa odluci-
vanja.

U sredistu predlozene arhitekture nalazi se digitalni blizanac svakog IoT ure-
daja koji odrazava njegovo operativno stanje. Digitalni blizanac kontinuirano prati
parametre sustava poput razine baterije, iskoriStenosti procesora, veli¢ine zadataka i
mrezne latencije. Primjenom regresijskih modela predvidaju se kratkorocni trendovi
dostupnosti resursa, ¢ime se omogucuje anticipacija buducih stanja poput praznjenja
baterije, preoptere¢enja procesora ili zagusenja mreze. Time se odluke o rasporedi-
vanju zadataka donose proaktivno, a ne reaktivno, sto doprinosi stabilnosti sustava
i uc¢inkovitijem koriStenju resursa.

Na temelju tih prediktivnih mogucénosti, predlozeni okvir koristi FMARL za koor-
dinaciju odluka medu uredajima. Svaki uredaj djeluje kao autonomni agent koji uci
kada izvrsiti zadatak lokalno, a kada ga proslijediti na rubne posluzitelje. Umjesto
centraliziranog ucenja, agenti suraduju putem federiranog mehanizma razmjenom
modelskih parametara, a ne sirovih podataka. Ovakav pristup poboljsava skala-
bilnost i oCuva privatnost podataka, omogucujuci konvergenciju prema zajednickoj
politici u heterogenim uvjetima.

Radi osiguravanja transparentnosti i pouzdanosti, u predlozeni okvir su inte-
grirane metode objasnjive umjetne inteligencije. Analiza salijentnosti temeljena na
gradijentima koristi se za kvantifikaciju utjecaja ulaznih znacajki na odluke o ras-
poredivanju zadataka. Time se omogucuje uvid u doprinos varijabli poput razine
baterije, optere¢enja procesora, mrezne latencije i dinamike opterecenja. Ovi rezul-
tati omogucuju provjeru uskladenosti odluka s inzenjerskim zahtjevima, primjerice

ocuvanjem energije pri niskoj razini baterije ili izbjegavanjem prijenosa podataka



tijekom mreznog zagusenja.

lako metode pojacanog ucenja nude snazne optimizacijske moguénosti, njihovo
treniranje u dinamickim okruzenjima moze biti racunalno zahtjevno i osjetljivo na
hiperparametre. Kako bi se to ublazilo, predlozeni okvir ukljucuje dodatni sloj
odluc¢ivanja temeljen na LLM-ima. Strukturirani upiti generiraju se na temelju in-
formacija iz digitalnih blizanaca, stanja uredaja i federiranih metrika. LLM koristi
kontekstualno zakljuc¢ivanje za donosenje odluka bez potrebe za ponovnim treniran-
jem modela. Ovakva hibridna arhitektura kombinira adaptivnost pojacanog ucenja
i fleksibilnost jezi¢nih modela.

Za evaluaciju predlozenog okvira razvijeno je simulacijsko okruzenje koje mod-
elira heterogene IoT uredaje, stohasticku mreznu latenciju, varijabilna opterecenja
i dinamiku potrosnje energije. Eksperimenti su provedeni u razli¢itim scenarijima,
ukljucujuci stabilne i nestabilne mrezne uvjete, razli¢ita optereéenja i konfiguracije
uredaja.

Rezultati pokazuju da predlozeni okvir postize uravnotezen kompromis izmedu
smanjenja latencije i energetske ucinkovitosti. U standardnim mreznim uvjetima,
LLM-potpomognuti kontroler postize prosjecnu latenciju od priblizno 252 ms uz
potrosnju energije od oko 0,125 J po odluci. Lokalno izvrsavanje rezultira ve¢om
latencijom (oko 441 ms), dok pristup s potpunim rasteresenjem povecéava potrosSnju
energije (oko 0,153 J). U svim scenarijima predloZeni sustav odrzava razinu baterije
iznad 80%, prilagodavajuci odluke dinamickim uvjetima.

Zaklju¢no, rezultati ove disertacije potvrduju ucinkovitost integracije predik-
tivnog modeliranja, distribuiranog ucenja i objasnjivog odluc¢ivanja u jedinstveni
okvir za upravljanje resursima u IoT sustavima. Predlozeni pristup pokazuje da
strategije za rasporedivanje zadataka koje su proaktivne, transparentne i usmjerene
na ocuvanje privatnosti mogu znacajno poboljsati uc¢inkovitost i pouzdanost dis-
tribuiranih sustava te predstavljaju temelj za daljnja istrazivanja u podrucju skala-
bilne i pouzdane inteligencije na rubu mreze.

Klju¢ne rijeci: Internet stvari (IoT), distribuirana inteligencija, delegiranje
racunanja, federirano ucenje, digitalni blizanci, viSeagentno pojacano ucenje, veliki

jeziéni modeli, rubno racunarstvo, objasnjiva umjetna inteligencija.



Contents

Acknowledgements I
Abstract II1
Sazetak Vv
List of Figures XIII
List of Tables X1V
List of Abbreviations XV
1 Introduction 1
1.1 Context and Motivation . . . . . .. .. .. ... ... ... ... 1
1.2 Research Aims, Hypotheses, and Scientific Contributions . . . . . . . 4
1.3 Research Methodology . . . . . .. . ... ... .. ... ... .... 8
1.4 Thesis Overview . . . . . . . . . . . 11
2 Literature Overview 12
2.1 Task Offloading and Resource Management in IoT and Mobile Edge

2.2

2.3
2.4

Computing . . . . . . . . 12
Federated Learning for Distributed IoT Intelligence . . . . .. . ... 16
2.2.1 Fundamentals of Federated Learning in IoT . . .. .. .. .. 16

2.2.2  Cross-Device Federated Learning and System Heterogeneity . 16

2.2.3 Challenges in Dynamic IoT Environments . . ... ... ... 17
Digital Twins for Predictive IoT Systems . . . . . .. ... ... ... 18
Reinforcement Learning and Multi-Agent RL for Offloading . . . . . 20

VIII



Contents

2.5 Explainable Artificial Intelligence in Distributed Systems . . . . . . .
2.5.1 Explainability Concepts in Distributed and Autonomous Sys-

2.5.2  Gradient-Based Explanation Methods for Distributed Learn-
ing Models . . . . . . . . .. . .
2.5.3 Transparency and Accountability in Distributed Decision Mak-

2.6 Comparative Analysis of Existing Approaches . . . . . ... ... ..
2.6.1 Identified Research Gaps . . . . . . .. ... .. .. ... ...
2.6.2 Strengths and Weaknesses of Existing Approaches . . . . . . .

2.6.3 Justification of Research Direction . . . . . . . . . . . . . ..

System Architecture of the Proposed Framework

3.1 IoT System Model . . . . . . ... ... .. ... ... .. ......
3.1.1 Federated Learning-Enabled [oT System Architecture . . . . .

3.2 Adaptive Task Offloading in IoT Systems . . . . . . ... .. ... ..
3.2.1 Physical Sensing and Local Execution Layer . . . . .. . ...
3.2.2 Digital Twin Layer . . . . . .. .. ... ... ... ... ...
3.2.3 Adaptive Offloading Interface . . . . . . ... ... ... ...
3.2.4  Decision Intelligence Layer . . . . . .. .. ... .. ... ...
3.2.5  Federated Aggregation Layer . . . . . . . ... ... ... ...

3.3 Data Sources and Simulation Environment . . . . . ... ... .. ..
3.3.1 Real and Synthetic IoT Data . . . . . ... ... ... ....
3.3.2 Non-1ID Data Modeling . . . ... ... ... ... ......
3.3.3  Simulation Framework (SimPy-based) . . . . . . ... ... ..

Theoretical Formulations of Federated Multi-Agent Reinforcement

Learning

4.1 Reinforcement Learning Foundations . . . . . . . .. ... ... ...

4.2 Multi-Objective Formulation . . . . . . . .. .. ... ... ... ...

4.3 Multi-Agent Reinforcement Learning (MARL) . . . . ... ... ...
4.3.1 Markov Games and MARL Formulation . . . ... ... ...

IX



Contents

4.4

4.5

4.3.2 Prioritized Experience Replay . . . . . . ... .. ..
4.3.3 Dueling Double Deep Q-Network (D3QN) . . . . ..
Federated Learning Process . . . . . ... ... ... ....
4.4.1 Federated Averaging Mechanism . . . . . .. ... ..
4.4.2 Federated Learning for MARL . . . . . ... ... ..
Explainability Methods . . . . . . ... ... ... ... ...

Proposed Framework

5.1

5.2

2.3
5.4
2.5

Framework Architecture . . . . . . .. ... ... ... ...
5.1.1 Layered Design and Component Roles . . . . .. ..
5.1.2 Information and Control Flow . . . . . ... ... ..
5.1.3 Simulation Backbone (SimPy Process Model) . . . .
5.1.4  Data Preprocessing and Battery Modeling . . . . . .
5.1.5  Network Latency Simulation . . . . . . ... .. ...
5.1.6  Simulation Configuration . . . . . . . ... ... ...

Digital Twin Modeling . . . . . .. ... .. ... ... ...

5.2.1 Digital Twin Modeling and Predictive Intelligence

Federated Multi-Agent Reinforcement Learning . . . . . . .
Explainability Layer . . . .. . ... . ... ... ... ...
LLM-Assisted Decision Intelligence . . . . . ... ... ...

Simulation Setup and Evaluation

6.1

6.2

Simulation Design . . . . . . .. .. ... o0
6.1.1 Task and Workload Modeling . . . .. ... ... ..
6.1.2 Data Handling and Battery Modeling . . . . . . . ..

6.1.3 Network Dynamics and Communication Modeling

6.1.4 Digital Twin Synchronization and Forecasting . . . .
6.1.5 Federated Learning Coordination . . . . .. . . . ..
6.1.6 LLM-Assisted Offloading Execution . . . . . . . . ..
6.1.7 Node Execution Flow . . . . .. ... ... ... ...
Evaluation Metrics . . . . . . . ... ..o L.

6.2.1 Latency and Responsiveness . . . . . . ... .. ...



Contents

7

6.2.2 Energy Efficiency and Stability . . . ... .. ... ... ...
6.2.3 Offloading Behavior and Adaptivity . . . . . . .. ... . ...
6.2.4 Learning and Convergence Behavior . . . . . . ... ... ...
6.2.5 Interpretability Assessment . . . . . . ... ... ... ...

6.3 Test Scenarios . . . . . . . . ..
6.3.1 Baseline Strategy Comparison . . . . . . . ... .. ... ...
6.3.2 Single-Agent RL Baseline . . . ... ... ... ... .....
6.3.3 LLM Controller Behavior Under Diverse IoT Conditions

Results and Discussion
7.1 Proactive Task Offloading Performance . . . . . . . . ... ... ...
7.2 RL Policy Convergence and Training Behavior . . . . . . . .. .. ..
7.3 Baseline Strategy Comparison . . . . . . . . . . . ... .. ... ...
7.3.1 Naive Offload Strategy . . . . . . ... ... ... ... ....
7.3.2 Pure Local Processing Strategy . . . . . ... ... ... ...
7.3.3 Comparative Insights . . . . . .. ... ... ...
7.4 Performance Under Reference Operating Conditions . . . . . . . . ..
7.5 Performance Under High Workload Conditions . . . . . .. .. .. ..
7.6 Results Under Heterogeneous Device Conditions . . . . . . .. .. ..
7.7 Performance Under Unstable Wireless Networks . . . . . .. ... ..
7.8 Explainability and Trust Analysis . . . . . .. ... ... ... ....
7.8.1 Exploration Rate Dynamics . . . . . .. ... ... ... ...
7.8.2 Battery Retention and Energy Stability . . . . . .. .. .. ..
7.8.3 Offloading Behavior Distribution . . . . ... ... ... ...
7.8.4 Feature Relevance and Saliency Alignment . . . . . .. . ...

7.8.5 Implications for Trustworthy IoT Decision Intelligence

Conclusions and Future Work

8.1 Summary of Scientific Contributions . . . .. .. ... ... ... ..
8.1.1 Validation of Research Hypotheses . . . . . .. ... ... ..

8.2 Limitations of the Study . . . . . . .. ... ... ... ... ...

8.3 Future Research Directions . . . . . . . . . . . . . . . ... .. ...

XI

89
90
90
91
92
92
93
94
97
98
99
101
102
102
103
104

. 105



Contents

Curriculum Vitae 113

List of Publications 115

XII



List of Figures

3.1
3.2

5.1
5.2
2.3

7.1

7.2
7.3
7.4
7.5
7.6
7.7
7.8

Federated learning-enabled IoT system architecture.. . . . . . . . .. 34
DT Architecture . . . . . . . . ... .. 37
System interaction sequence diagram. . . . . . . . ... ... L. 58
Digital Twin for proactive offloading. . . . . . . . ... .. ... ... 63
LLM-assisted offloading decision flow. . . . . . . . .. ... ... ... 70

RL training dynamics showing battery retention, offload frequency,

and exploration decay. . . . . . . .. .. Lo 91
Performance characteristics of the naive offload strategy. . . . . . .. 93
Performance characteristics of the pure local processing strategy. . . . 93
Latency—energy trade-offs for baseline methods. . . . . . . . . .. .. 96
Latency-energy trade-offs under unstable wireless conditions. . . . . . 101
Decay of the exploration rate in training episodes. . . . . . . . . . .. 102
Battery level evolution across 350 training episodes. . . . . . . . . .. 103
Distribution of average offloading actions per episode. . . . . . . . .. 104

XIII



List of Tables

2.1

5.1

0.2

6.1
6.2
6.3

7.1
7.2
7.3
7.4
7.5

Strengths and Weaknesses of Existing Approaches for Distributed loT
Intelligence . . . . . . . .. 29

State features and their interpretation in gradient-based saliency anal-
VSIS. o e 67

Structure of the LLM prompt and role of each contextual component. 70

Pipeline components and their roles within the XDT-FMARL workflow. 73

LLM prompt signals, decision roles, and inference latency. . . . . . . 79
Summary of evaluation metrics used for performance assessment. . . . 84
Performance comparison under baseline conditions. . . . . . . . . .. 96
Performance comparison under high-load conditions. . . . . . . . .. 98
Performance comparison under heterogeneous device conditions. . . . 99
Performance comparison under unstable wireless conditions. . . . . . 100
Average gradient magnitudes derived from saliency analysis. . . . . . 105

X1V



List of Abbreviations

ARIMA Autoregressive Integrated Moving Average
CPU Central Processing Unit

D3QN Dueling Double Deep Q-Network

DDQN Double Deep Q-Network

DQN Deep Q-Network

DT Digital Twin

FedAvg Federated Averaging

FL Federated Learning

IoT Internet of Things

LLM Large Language Model

MARL Multi-Agent Reinforcement Learning
MDP Markov Decision Process

ML Machine Learning

non-IID non-Independent and Identically Distributed
PER Prioritized Experience Replay

QoS Quality of Service

RL Reinforcement Learning

XV



List of Tables

SMA Simple Moving Average
XATI Explainable Artificial Intelligence

XDT-FMARL Explainable Digital Twin-Federated Multi-Agent Reinforcement

Learning

XVI



Chapter 1

Introduction

1.1 Context and Motivation

The IoT has evolved from an abstract idea to a widely deployed technological back-
bone that links sensors, actuators, and embedded intelligence across domains such
as residential environments, industrial systems, transportation networks, healthcare
services, and urban infrastructures [1]. Contemporary [oT ecosystems [2] are made
up of vast collections of diverse devices limited in resources that continuously emit
high-rate data streams while simultaneously needing to execute sensing, learning,
decision-making, and control operations with strict real-time requirements [3]. As
these deployments scale in size and complexity, the computational workload, com-
munication traffic, and energy consumption demanded of each participating device
correspondingly increase, intensifying the pressure on their limited resources [4].
Traditional centralized data processing architectures [5, 6] are less appropriate for
these circumstances. Sending all collected data to remote cloud servers introduces
substantial latency, aggravates network congestion, and results in prohibitive energy
usage. In contrast, performing all computation directly on end devices rapidly de-
pletes their batteries and restricts the sophistication and scale of the models that
can be executed. In response, edge computing [7, 8Jand FL have gained prominence
as foundational technologies for implementing scalable intelligence in IoT ecosys-
tems [9]. By distributing data processing and model training across IoT devices and

nearby edge servers, FL enables collaborative learning without sharing raw data,



1.1. Context and Motivation

thus improving privacy and reducing communication overhead. Despite these ad-
vantages, the implementation of FL in real-world IoT scenarios remains challenging,
mainly due to the heterogeneity of the device and hardware, fluctuating and unre-
liable network conditions, and stringent constraints on computation, memory, and
energy resources [10].

At the same time, modern IoT deployments are making greater use of virtual
sensing, where physical sensors are augmented with virtual counterparts that esti-
mate missing, unreliable, or hidden measurements based on existing data streams.
These virtual sensors increase data coverage, enhance overall system resilience, and
produce more comprehensive situational awareness [11]. Nevertheless, they also
introduce higher demands on computation and generate more intensive communi-
cation traffic across the system. As a result, there is a growing need for smart
and efficient task offloading mechanisms that can dynamically decide whether com-
putations should run on local devices, be offloaded to nearby edge servers, or be
postponed for later execution [12] [13].

DTs offer a powerful conceptual tool for solving this problem. A DT is a virtual
counterpart of a physical device or system that is continuously updated to represent
its current operating conditions, including metrics such as battery status, CPU
utilization, and network quality [14]. In addition to simply tracking these real-time
states, DTs support predictive analytics by running lightweight models, such as
linear regression or moving-average-based predictors, to estimate short-term trends
in energy usage, communication latency, and workload fluctuations [15].

When integrated with edge computing infrastructures, DTs create a “mirror
world” in which potential decisions and control policies can be tested, evaluated,
and optimized before being applied to the real system. This ability to conduct
virtual trials reduces operational risk and improves the reliability and effectiveness
of decision-making [16]. FEarlier research has shown that embedding DTs within
Reinforcement Learning (RL)-driven computation offloading frameworks can sig-
nificantly enhance the decision-making process and overall system performance. In
particular, improvements in cumulative reward exceeding 38% have been reported

compared to methods that rely exclusively on unprocessed direct observations from
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the physical environment, underscoring the value of simulation driven by DT in the
guide of learning and control [17].

This thesis introduces a FL framework for explainable proactive task offloading
in IoT systems that integrates FL, DT, and RL to optimize energy consumption, la-
tency, and learning performance in IoT systems. The proposed offloading strategies
are shown to maintain device battery levels above 85% while significantly reducing
CPU utilization compared to naive ofoading and purely local processing. The inclu-
sion of Explainable Al (XAI) [18, 19] enables transparent interpretation of offloading
decisions, thereby enhancing trust and accountability in autonomous system behav-
ior [20]. However, RL-based controllers suffer from several limitations [21]. They
require extensive training, careful hyperparameter tuning, and large amounts of in-
teraction data, and they adapt slowly in highly non-stationary environments. When
network conditions, device populations, or workload patterns change, policies often
need to be retrained or re-federated, introducing significant overhead.

Recent progress in LLMs[22] introduces a fundamentally new paradigm. LLMs
possess strong in-context learning abilities: when provided with carefully struc-
tured prompts that encode system states, examples, and operational constraints,
they can deduce appropriate decisions and actions without any gradient-based fine-
tuning or retraining. An increasing number of studies indicate that, in DT-enabled
edge networks, LLMs can act as drop-in replacements for traditional MARL con-
trollers [23, 24] by embedding DT states [25, 51], historical actions, and feedback into
the prompt [26]. In doing so, they can achieve performance on par with, or even su-
perior to, well-trained RL agents [27] while avoiding lengthy and computation-heavy
training procedures. This development opens a distinctive opportunity to tightly in-
tegrate DT, FL, and LLMs to realize offloading strategies in IoT environments that
are not only adaptive to changing conditions, but also energy-efficient and inherently

more interpretable and explainable to system designers and operators.
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1.2 Research Aims, Hypotheses, and Scientific Con-
tributions

The main objective of this doctoral thesis is to develop and evaluate an integrated
framework, termed XDT-FMARL, for proactive and energy-aware task offloading
in IoT networks. This framework is intended to tackle the core problem of achiev-
ing intelligent, transparent and adaptive decision making in large-scale, heteroge-
neous, and resource-limited IoT settings, where devices must continuously and au-
tonomously manage trade-offs among computational workload, energy reserves, and
dynamic network conditions to maintain efficient and reliable operation.

More precisely, the research seeks to establish a unified framework in which DTs
offer predictive visibility into near-term system behavior, FL enables joint model
training across geographically dispersed devices without requiring raw data aggre-
gation, and MARL drives flexible, decentralized offloading strategies that adapt to
changing conditions. These core elements are complemented by XAl techniques [28],
which ensure that the decisions produced by the system are not only high-performing
but also understandable and open to inspection. By embedding explainability into
each step of the decision-making pipeline, the proposed framework seeks to build
stronger user and stakeholder trust, enhance transparency and accountability, and
ultimately support more reliable, effective deployment and day-to-day operation of
[oT systems in realistic, complex, and large-scale environments.

Within this context, the research focuses on enabling proactive task offloading,
whereby decisions are informed not only by current system states but also by pre-
dicted future conditions such as battery depletion, CPU load, and network latency.
Through the integration of DT forecasts into the learning and decision-making pro-
cess, the framework aims to anticipate resource constraints and prevent performance
degradation before it occurs. At the same time, FL allows multiple IoT devices to
collectively improve their offloading policies while preserving decentralized opera-
tion.

Finally, this thesis seeks to show that the proposed XDT-FMARL framework

can deliver a more favorable trade-off among energy consumption, computational



1.2. Research Aims, Hypotheses, and Scientific Contributions

throughput, and interpretability of decisions than traditional offloading and learning
solutions. By tightly integrating predictive modeling, distributed learning, adaptive
control, and explainable decision mechanisms within a unified architecture, this
research aspires to define a new benchmark for intelligent, reliable, and environmen-
tally sustainable computation management in emerging and large-scale IoT ecosys-
tems, paving the way for more accountable and efficient next-generation network

infrastructures.

Research Hypotheses The research hypotheses of this dissertation are formu-
lated around the core components of the proposed framework. These hypotheses
formalize the expected impact of FL, DTs, and XAI on the effectiveness, stability,

and trustworthiness of task offloading in IoT networks.

 Hypothesis 1 — Digital Twin-Enhanced Learning.
Integrating DT forecasts into MARL training will improve stability and ac-
curacy of offloading decisions under fluctuating latency, CPU variations, and

battery conditions.

 Hypothesis 2 — Federated MARL & Privacy.
Federated training of distributed MARL agents will maintain global policy

convergence without sharing raw sensor data, thereby improving privacy.

« Hypothesis 3 — Explainability & Trust.
Using gradient-based explainability methods will increase the interpretability

and trust of offloading decisions, particularly in high-demand scenarios.

By providing forward-looking estimates of key system metrics, such as future
battery states, processor load, and communication latency, the DT allows agents to
proactively account for upcoming resource variations instead of simply responding
to changes after they occur. This predictive capability supports the derivation of
offloading strategies that remain reliable, resource-aware, and performance-efficient

even when operating conditions fluctuate rapidly and unpredictably over time.
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Federated training of distributed MARL agents is expected to drive convergence
toward a unified global offloading policy while still allowing each agent to operate in
a decentralized manner. Instead of transmitting raw sensor measurements, devices
share locally computed model updates, enabling the federated framework to retain
learning effectiveness across diverse and heterogeneous IoT nodes. This strategy
mitigates communication overhead, scalability bottlenecks, and privacy concerns
associated with fully centralized training. Consequently, the working assumption is
that federated MARL can deliver performance comparable to, or even better than,
centralized learning when applied to large-scale, resource-limited network environ-
ments.

The integration of gradient-based explainability techniques is anticipated to en-
hance both the interpretability and perceived reliability of the offloading choices
generated by the framework. By quantifying how strongly key system parameters,
such as battery state, processor utilization, and communication latency contribute
to each individual decision, these explainability tools offer clear and systematic vis-
ibility into the agent’s internal reasoning. This becomes particularly important in
settings that demand substantial resources or involve significant safety risks, where
stakeholders need to examine how autonomous decisions are made, explain and de-

fend those decisions, and ultimately place justified trust in the system’s behavior.

Together, these hypotheses define the scientific foundation of this dissertation
and serve as the basis for the experimental design and evaluation presented in sub-

sequent chapters.

Scientific Contributions This doctoral thesis makes several original scientific
contributions to the fields of IoT, distributed artificial intelligence, and adaptive

edge computing. The contributions are listed as follows:

e An architecture for proactive task offloading in IoT systems that integrates

Federated MARL, Digital Twins, and LLM-guided decision support.

o A method for explainable IoT task offloading based on gradient-based saliency

mapping.
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e An LLM-guided decision support method for proactive task offloading in IoT

systems.

The primary contribution lies in designing a unified and transparent framework
for proactive task offloading in IoT environments that jointly leverages DT, Feder-
ated MARL and LLM-driven decision support. In contrast to previous work that
typically treats these technologies as separate building blocks, the proposed frame-
work defines an integrated architecture where predictive modeling, decentralized
learning, and context-aware decision-making are tightly interlinked and continu-
ously inform each other. By maintaining this tight integration, IoT systems can
anticipate and predict future resource constraints, coordinate collaborative learning
among widely distributed devices, and dynamically plan, prioritize, and offload com-
putation. In doing so, they can minimize energy consumption while still supporting
large-scale, diverse, and rapidly evolving deployments.

A second key contribution is the development of a new explainability frame-
work for IoT task offloading that leverages gradient-based saliency analysis. This
framework systematically quantifies how critical system parameters, such as bat-
tery level, processor load, and communication delay shape offload decisions. By
taking this approach, learning-based controllers that would otherwise function as
opaque black boxes are transformed into decision-making mechanisms that remain
understandable to humans and can be systematically examined, verified and vali-
dated using formal methods. In addition to identifying which variables are most
influential, the method provides detailed, instance-level attribution of each decision,
allowing users and operators to see precisely which input conditions had the great-
est impact on a particular offloading outcome. This form of interpretability offers a
clear, traceable link from inputs to decisions. Such transparency is especially crit-
ical in distributed, heterogeneous IoT environments, where device capabilities can
change dynamically, network performance is highly variable, and computational as
well as energy resources are tightly constrained, making informed and trustworthy
offloading decisions essential.

Overall, this work advances the domain of explainable distributed intelligence by

introducing a systematic framework for transparent, data-driven reasoning in com-
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plex, fast-evolving environments. In these settings, the ability to interpret, clarify,
and justify autonomous decisions is essential for building and maintaining user trust,
safeguarding operational safety, supporting efficient debugging and formal system
auditing, and, ultimately, making it feasible to deploy robust, reliable solutions at
scale in real-world conditions.

The third main contribution is the design of an LLM-driven decision support
framework for proactive task offloading in federated IoT environments. In this
paradigm, real-time insights from DT models and metrics from FL processes are
translated into structured natural-language prompts. These prompts are then pro-
vided to an LLM, which uses in-context reasoning to derive appropriate offloading
decisions. In doing so, the framework removes the necessity to continually retrain
RL agents in non-stationary and highly dynamic settings, while still maintaining
adaptive and context-aware behavior. By providing empirical evidence that LLM-
based controllers can match and in certain scenarios even exceed the performance
of traditional MARL approaches in dynamic environments, this thesis opens up a
new direction for adaptive control strategies, intelligent and flexible resource al-
location, and scalable, distributed decision-making mechanisms in large, complex
cyber-physical systems. Together, these contributions outline a cohesive and future-
oriented framework for intelligent, energy-conscious, and explainable management
of computational tasks in IoT networks. This framework not only optimizes how re-
sources are allocated and used at the network edge, but also enhances transparency
and adaptability, thereby establishing a solid basis for the next generation of flexible

and autonomous edge intelligence systems.

1.3 Research Methodology

The proposed study employs a simulation-centered, system-level approach to de-
sign, build, and assess the XDT-FMARL framework. This approach integrates
data-driven system modeling, the development of predictive DT, federated MARL,
explainability and interpretability analysis, and LLM-supported decision processes
into a unified end-to-end experimental workflow that ensures consistency from initial

design through final evaluation.
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The research begins with the preparation of both synthetic and real-world IoT
datasets that capture temperature readings, CPU utilization, wireless latency, and
battery discharge patterns, sourced from open repositories as well as from carefully
controlled simulation runs. These datasets serve as the foundation for building a
discrete-event IoT simulation testbed using the SimPy framework, which supports
detailed and realistic emulation of device operations, task arrival processes, wire-
less communication dynamics, and system-level resource limitations. Within this
simulated environment, a diverse set of device profiles is specified to represent het-
erogeneous hardware capabilities, distinct energy constraints, and a broad spectrum
of network conditions, thereby mirroring the variability present in actual IoT de-
ployments.

Subsequently, a dedicated DT layer is implemented to generate near-term fore-
casts of key system variables. For this purpose, lightweight prediction methods most
notably linear regression models and moving-average-based estimators, were used
to estimate and project, for each individual device, the battery charge level, proces-
sor utilization, and delay in wireless communication. Together, these DT outputs
provide a contextual, forward-looking snapshot of the anticipated operating condi-
tions of the system, shifted in time relative to the present. They are continuously
updated as fresh sensor data and performance indicators arrive, ensuring that pro-
jections remain current. The revised predictions are then passed as input features
to the learning components and decision-making units of the framework, where they
inform and steer processes such as adaptive behavior, performance optimization,
and closed-loop control actions.

Each IoT device is represented as an independent RL agent embedded in a
larger multi-agent system. These agents are trained with a Dueling Double Deep
Q-Network (DQN) that incorporates Prioritized Experience Replay (PER), which
supports more robust and stable convergence even when the environment is non-
stationary and only partially observable. The agent’s action space includes both
decisions to process tasks locally and decisions to offload computation to an edge
server, enabling the learned policies to jointly optimize energy usage, end-to-end

delay, and processing load distribution. To synchronize learning across the network
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of devices while maintaining a decentralized architecture, a FL scheme is adopted, in
which local policy parameters are periodically uploaded and combined via federated
averaging to produce a shared global model that is then redistributed to the agents.

To improve both transparency and interpretability, the framework incorporates
a dedicated explainability layer. Within this layer, gradient-based saliency tech-
niques and feature importance analyzes are employed to systematically measure
how strongly critical system variables, such as battery charge level, processor load,
and communication latency affect offloading choices. The resulting explanations
clarify the behavior of the learned policies, revealing which factors drive particular
decisions and helping to verify that the decision-making process remains reasonable
and consistent across diverse operating conditions.

In addition to the RL component, the framework integrates an LLM-powered
decision intelligence module. A lightweight LLM receives structured prompts that
encode DT forecasts, up-to-date device resource states, and metrics reflecting the
convergence status of FL. Leveraging this extensive contextual information, along
with few-shot examples distilled from the observed behavior of the MARL agents,
the LLM produces real-time task offloading recommendations. These proposed ac-
tions are then rigorously evaluated against the decisions generated by the RL agents,
enabling an examination of their mutual alignment, the LLM’s responsiveness to
dynamic environmental changes, and the overall effectiveness, reliability, and ro-
bustness of the final offloading policies.

Finally, the proposed system is evaluated through extensive, simulation-driven
benchmarking, where it is compared against centralized single-agent RL, and non-
federated multi-agent reference methods. System performance is evaluated through
a wide range of indicators, such as energy preservation, task completion delay, task
offloading rate, reward convergence patterns, explainability consistency, and the
degree to which LLM-generated decisions match ground-truth actions. By apply-
ing this comprehensive evaluation methodology under both stable and fluctuating
network conditions, the study delivers a thorough and rigorous examination of the
proposed framework. This, in turn, confirms its appropriateness and effectiveness

for enabling energy-efficient, transparent, and explainable task offloading in IoT
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settings, even in the presence of dynamic and potentially unreliable connectivity.

1.4 Thesis Overview

This thesis consists of eight chapters. The organization of the thesis is designed to
provide a systematic progression from the background concepts and related work to
the proposed framework, experimental evaluation, and final conclusions.

Chapter 1 introduces the research context, motivation, objectives, hypotheses,
and general structure of the thesis.

Chapter 2 reviews the relevant literature on task offloading, FL, DTs, RL, XAI,
and LLM-based decision-making approaches in IoT environments, and identifies the
key research gaps addressed in this work.

Chapter 3 presents the research domain and system model, including the DT-
enabled IoT architecture, data sources, simulation environment, and the modeling
assumptions underlying the proposed framework.

Chapter 4 introduces the theoretical foundations of the methods employed in
this thesis, including FL, MARL, DT-based predictive models and explainability
techniques.

Chapter 5 describes the proposed XDT-FMARL framework in detail, includ-
ing its architecture, learning mechanisms, DT integration, explainability layer, and
LLM-assisted decision intelligence.

Chapter 6 presents the simulation setup and evaluation methodology, includ-
ing simulation design, performance metrics, baseline methods, and benchmarking
procedures.

Chapter 7 reports and discusses the simulation results, analyzes the performance
of the proposed framework under different network and workload conditions, and
compares it with the baseline approaches.

Chapter 8 concludes the thesis by summarizing the main contributions and out-

lining the directions for future research.
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Chapter 2

Literature Overview

2.1 Task Offloading and Resource Management in
IoT and Mobile Edge Computing

As ToT environments grow larger and more intricate, traditional centralized com-
puting models increasingly fail to meet strict requirements on latency, energy usage,
and bandwidth, underscoring the importance of intelligent task offloading and co-
ordinated resource management. Computation offloading denotes the delegation of
computational workloads from devices with limited processing, energy, or connec-
tivity resources to more capable platforms, such as edge servers or remote cloud
infrastructures. Mach and Bécvar [29] present a detailed architectural and concep-
tual framework for computation offloading in Mobile Edge Computing (MEC), in
which they organize offloading decisions along three core questions: what portions of
an application should be offloaded, where these computations should be carried out
within the network hierarchy, and when the offloading operation should be triggered.
In their survey, they systematically examine the inherent trade-offs among execution
delay, energy demands, and communication overhead, and, in doing so, propose a
classification scheme that has become a reference point and is still extensively used
in later work on IoT and MEC systems.

Extending this architectural viewpoint, Mao et al. [30] provide a foundational
survey that jointly considers communication, computation, and caching within MEC

environments. They argue that computation offloading should not be addressed as
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a standalone issue, but as one component of a tightly integrated system where radio
resource allocation, task scheduling, and edge server capacity must be co-optimized.
This survey is widely referenced in the IoT community for clearly articulating the
strong interdependence between networking and computation, and for revealing
system-wide bottlenecks that emerge when offloading decisions are made without
accounting for underlying resource management constraints.

More recent surveys broaden this perspective by delivering detailed examina-
tions of computation offloading strategies in large-scale MEC environments. Feng
et al. [31] provide a thorough summary of both optimization-based and learning-
driven offloading techniques, emphasizing goals such as latency reduction, energy
savings, and quality-of-service assurance. Their work underscores the shortcom-
ings of static and heuristic policies in highly dynamic IoT settings and shows that
adaptive offloading schemes can markedly enhance long-term system performance.
Along the same lines, Dong et al. [32] introduce a refined taxonomy of task offload-
ing strategies, classifying current approaches into reactive, predictive, and intelligent
categories. Their study further identifies open research problems concerning scala-
bility, heterogeneity, and real-time adaptability in emerging [oT infrastructures.

Resource management has become a key pillar of robust offloading frameworks,
since contention for scarce edge resources directly affects both the viability of offload-
ing and the overall stability of the system. Zhang et al. [33] offer an extensive survey
of MEC resource management strategies, including computation task scheduling,
bandwidth distribution mechanisms, and integrated joint optimization approaches
that coordinate multiple resources simultaneously. Their findings highlight that of-
floading decisions cannot be made in isolation: they must be tightly coupled with
the underlying resource allocation and provisioning policies to prevent bottlenecks,
congestion, and subsequent performance deterioration. This coordination is espe-
cially critical in large-scale, dense IoT environments characterized by heterogeneous,
time-varying workloads and stringent quality-of-service requirements.

In parallel, RL has attracted growing interest as a powerful approach for han-
dling the complexity and uncertainty that characterize IoT resource management.

Luo et al. [34] provide a survey of RL-based computation offloading strategies and

13
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highlight their capability to autonomously learn adaptive policies without relying
on explicitly defined system models. Although RL-driven methods deliver notable
advantages in terms of flexibility, scalability, and the ability to cope with dynamic
environments, the survey also points out several important drawbacks, such as sub-
stantial training overhead, slow convergence to effective policies, and challenges in
interpretability and transparency of the learned behavior. These shortcomings, in
turn, are encouraging active research on hybrid architectures that integrate learning-
based decision mechanisms with predictive analytics and model-driven components,
aiming to balance performance gains with practicality, robustness, and explainability
in real-world IoT deployments.

Overall, prior research provides a solid basis for computation offloading and re-
source management in IoT and MEC environments. At the same time, it highlights
ongoing issues with adapting to highly dynamic conditions, coordinating mecha-
nisms across multiple architectural layers, and embedding predictive, intelligence-
driven capabilities into the system. These gaps motivate the development of more
advanced, integrated frameworks that can simultaneously handle offloading deci-
sions, allocate and orchestrate resources, and maintain holistic system-level aware-

ness within a single, unified approach.

Local Versus Edge and Cloud Execution

Early work on computation offloading mainly examined the balance between local
execution and remote processing. Mao et al. [35] proposed a queueing-theoretic
and Lyapunov-based framework for dynamic offloading that shows how to trade
off energy and delay under stochastic workloads. Although it provides theoretical
guarantees, it is reactive and relies on simplified system models.

Recent work extends this binary view into an edge—cloud continuum. Pournazari
et al. [36] show that modern ToT systems span multiple tiers—devices, edge servers,
and cloud platforms and that execution placement should consider not only compu-
tational power but also network conditions, service needs, and scalability, motivating

more flexible offloading than simple local-versus-cloud choices.
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Reactive Versus Proactive Offloading Strategies

Reactive offloading schemes base their decisions only on the instantaneous sys-
tem state, which may result in suboptimal performance in rapidly changing en-
vironments. To overcome this drawback, Zhang et al. [37] introduced proactive
association and offloading approaches grounded in Markov decision processes and
Lyapunov-based control, allowing the system to anticipate future states. Their find-
ings show that such anticipatory decision-making can markedly enhance long-term

performance relative to purely reactive strategies.

Digital Twin—Assisted Proactive Offloading

DT technologies have recently become a key enabler of proactive task offloading
by offering predictive insight into system behavior. Prior work shows that DT-
assisted offloading enhances decision accuracy by predicting resource availability,
network latency, and workload levels. DT-based offloading has been effectively used
in vehicular edge computing and multi-service IoT, where virtual counterparts of
physical systems enable anticipatory task assignment 38, 39]. These studies directly
compare reactive schemes with DT-supported proactive methods, emphasizing the

advantages of prediction-driven decisions.

Joint Offloading and Resource Management

Effective offloading is inseparable from resource management, especially in mission-
critical ToT systems. Rasouli et al. [40] show that latency and reliability require-
ments demand joint optimization of computation placement and resource allocation.
Deng et al. [41] further demonstrate that intermittent connectivity and network un-
certainty can significantly harm purely reactive offloading policies, highlighting the
need for adaptive, predictive frameworks that coordinate offloading and resource

management under realistic conditions.
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2.2 Federated Learning for Distributed IoT Intel-
ligence

The growing scale, diversity, and data volume of IoT systems have made conven-
tional centralized machine learning (ML) increasingly impractical, mainly because
of high communication costs, privacy risks, and poor scalability. FL has arisen as
a decentralized approach that enables multiple distributed devices to jointly train
models while keeping their raw data on-device. This characteristic makes FL espe-
cially well-suited to large IoT environments, where devices have limited resources,

data are non-identically distributed, and network conditions change frequently.

2.2.1 Fundamentals of Federated Learning in IoT

FL was first proposed as a distributed optimization paradigm for edge devices, in
which a global model is iteratively updated by aggregating locally computed model
updates instead of collecting raw data centrally. Li et al. [42] offer a basic introduc-
tion to FL, highlighting key challenges that include statistical heterogeneity, system
heterogeneity, and communication efficiency. Within IoT environments, these issues
become more pronounced due to sporadic connectivity, limited battery resources,
and heterogeneous sensing modalities.

Nguyen et al. [43] provide one of the most comprehensive overviews of FL in the
context of IoT systems, emphasizing its ability to support distributed intelligence
while meeting privacy and scalability constraints. In their survey, they classify FL-
based IoT applications in several key domains, including smart cities, industrial
automation, healthcare, and vehicular networks. Through this systematic catego-
rization and analysis, they underscore the role of FL as a fundamental technology

for achieving decentralized, privacy-aware intelligence at the network edge.

2.2.2 Cross-Device Federated Learning and System Hetero-
geneity

In most IoT scenarios, FL is deployed in a cross-device setting, where training

involves a large population of devices, each holding only a small, uneven share of
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the data. This configuration naturally results in pronounced system heterogeneity,
since participating devices vary in processing power, battery and energy constraints,
as well as the stability and bandwidth of their communication links.

Recent studies increasingly underscore that traditional aggregation strategies,
notably FedAvg, can experience slow convergence and reduced accuracy when faced
with highly non-IID data distributions that are typical in [oT environments. In par-
ticular, Aggarwal et al. [44] and Alsharif et al. [45] provide systematic examinations
of these shortcomings and outline a range of enhancements and design directions in-
tended to strengthen robustness, scalability, and adaptability in heterogeneous IoT

deployments.

2.2.3 Challenges in Dynamic IoT Environments

Dynamic IoT settings introduce further difficulties for FL-driven distributed intel-
ligence. Variations in network quality over time, changing computational demands,
and strict energy budgets can significantly degrade both training performance and
long-term system viability. Liu et al. [46] emphasize that continual shifts in device
participation and underlying data distributions may cause model drift and hinder
stable convergence, especially when FL is applied in deployments that run over
extended durations.

Moreover, recent literature highlights that FL systems need to move past fixed,
one-size-fits-all training regimes and instead adopt adaptive client participation and
context-sensitive coordination mechanisms. Ayeelyan et al. [47] contend that next-
generation FL frameworks should embed both predictive capabilities and system-
level intelligence to better cope with environmental variability while simultaneously
minimizing training costs and communication overhead. At the same time, new
research in industrial IoT underlines the necessity of FL approaches that are not
only robust and reliable but also transparent and interpretable, in order to enable

their safe adoption in mission and safety-critical application domains [48].
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2.3 Digital Twins for Predictive IoT Systems

DTs are virtual replicas of physical entities that continuously track and reflect the
condition and behavior of their real-world originals through ongoing, synchronized
data exchange. Within IoT ecosystems, DTs are typically used to model devices,
sensors, communication elements, and even complete infrastructures, thus sustaining
a persistent link between physical operations and their digital models. Mihai et
al. [49] present an extensive overview of the technologies that underpin DT and stress
that uninterrupted synchronization and two-way data exchange are key features
that separate DTs from traditional simulation approaches. Their survey further
underscores that real-time data acquisition and high-fidelity modeling are crucial
to preserving accurate and up-to-date virtual representations, especially in highly
dynamic and rapidly changing environments.

Focusing on the Industrial IoT domain, Xu et al. [50] examine DT architectures
and associated tool chains, highlighting multi-layer DT structures that span data
acquisition, modeling, analytics, and control functionalities. They contend that DTs
markedly improve system observability by aggregating diverse IoT data streams into
a coherent virtual counterpart of the physical system. Building on this view, Hakiri
et al. [51] review DT deployment in next-generation networks and emerging IoT
sectors, emphasizing scalability constraints, synchronization delays, and interoper-
ability issues as key architectural hurdles. Taken together, these works position DTs
as a crucial system-awareness substrate that underpins intelligent, adaptive, and

predictive IoT solutions.

Resource and Performance Forecasting Using Digital Twins

A key function of DT-enabled IoT systems is their capacity to anticipate resource
usage and performance indicators over short- to medium-term time frames. Mihai
et al. [49] highlight that DTs can combine historical data with continuous sensor
streams to estimate factors such as battery lifetime, processing demand, and net-
work quality. These predictive capabilities enable systems to adjust configurations
in advance, which is especially important for managing limited resources and main-

taining reliable operation in constrained IoT environments.
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Xu et al. [50] further note that lightweight prediction approaches such as re-
gression models and basic statistical trend analyses are well suited to edge-focused
DT deployments because they incur minimal computational cost and can be exe-
cuted on constrained devices. They caution, however, that the accuracy of such
predictive models tends to deteriorate over time as workload characteristics and en-
vironmental factors shift, leading to model obsolescence if no countermeasures are
taken. To mitigate this limitation, Li et al. [52] introduce a DT-based service pro-
visioning framework that leverages continual learning, enabling DT models to be
updated incrementally so that they track and adapt to ongoing changes in system
behavior and operating conditions. Their empirical findings indicate that maintain-
ing reliable forecasting capabilities in non-stationary IoT settings requires not only
frequent synchronization between physical assets and their digital counterparts, but
also ongoing, adaptive refinement of the underlying predictive models.

Hakiri et al. [51] conclude that when DT-based forecasting is sufficiently accurate,
it supports proactive resource allocation and control, which in turn mitigates system
instability and enhances overall energy efficiency, even when network conditions and

workloads vary dynamically and unpredictably.

DT-Assisted Decision Making in IoT Systems

Beyond their use for monitoring and prediction, DTs are increasingly employed as
decision-support tools for implementing intelligent control in [oT environments. Mi-
hai et al. [49] emphasize that DTs facilitate what-if analysis by enabling prospective
control strategies to be tested and assessed in the virtual replica before they are
applied to the physical system. By experimenting with different scenarios, con-
figurations, and parameter settings in this simulated space, operators can identify
potential issues, refine control policies, and compare alternative options. As a result,
this approach not only mitigates operational risk but also improves the robustness
and reliability of system behavior in complex, dynamic, and safety-critical environ-
ments.

Within the domain of task offloading and resource orchestration, Zhang et al. [53]

propose a DT-based intelligent task offloading framework tailored for collaborative
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mobile edge computing. In their design, anticipated system conditions captured in
the DT are exploited to steer offloading strategies, leading to notable reductions in
latency and enhanced system robustness relative to conventional reactive schemes.
Along the same lines, Tran-Dang and Kim [54] present a comprehensive, state-of-
the-art survey on DT-enabled computation offloading in edge environments. They
conclude that DT-supported decision processes, by embedding predictive contextual
information into the offloading logic, reliably surpass purely reactive approaches in
both performance and adaptability.

Li et al. [52] additionally demonstrate that coupling DTs with adaptive learning
strategies can improve the quality of decisions over extended periods, as these mech-
anisms help preserve consistency between digital replicas and their corresponding
physical assets. Nevertheless, Hakiri et al. [51] note that existing DT-based decision-
making frameworks largely concentrate on optimizing performance metrics, while
paying comparatively little attention to making decisions transparent and inter-
pretable. This gap underscores a pressing need for DT-enabled control approaches
that not only boost operational efficiency but also facilitate reliable, explainable,

and thus more trustworthy decision processes in autonomous IoT environments.

2.4 Reinforcement Learning and Multi-Agent RL
for Offloading

RL has emerged as a widely used and promising strategy for managing the com-
plexity and uncertainty inherent in computation offloading decisions within IoT and
MEC environments. In contrast to traditional optimization techniques that depend
on accurate and often hard-to-obtain system models, RL allows agents to gradually
derive effective offloading policies by continuously interacting with and observing the
environment. This data-driven learning process makes RL particularly well-suited
to highly dynamic and heterogeneous IoT scenarios, where devices, connectivity,
and computing resources can change rapidly. Recent survey studies further indicate
that RL-based offloading solutions show notable advantages in settings characterized

by time-varying network conditions, fluctuating workloads, and changing resource
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availability, consistently achieving robust and adaptive performance across diverse

operational contexts.[55].

Single-Agent Reinforcement Learning for Offloading

Early RL-based offloading methods mainly adopt a single-agent framework, in which
either a centralized controller or an individual agent on each device monitors the
current system conditions and then selects whether tasks should be processed lo-
cally or transferred to edge or cloud servers for execution. In their survey, Luo and
Dai [34] present an in-depth review of these methods, highlighting that both tradi-
tional Q-learning and more advanced deep reinforcement learning (DRL) algorithms
are capable of achieving a favorable trade-off between latency and energy consump-
tion, while avoiding the need for precise analytical system models. They further
emphasize that such data-driven approaches can adapt to dynamic environments
and heterogeneous devices, making them particularly suitable for practical mobile
and edge computing scenarios.

Method-level research in recent years has further confirmed that single-agent
DRL can be effectively applied in dynamic MEC scenarios. Xie and Cui [58] design
a DRL-based dynamic offloading policy that continuously adjusts to time-varying
task arrivals and wireless channel conditions, and they show that this adaptive
approach achieves a superior delay—energy balance relative to conventional static
schemes. In a related line of work, Fan et al. [59] cast the joint offloading and server
selection problem as a Markov decision process and utilize DRL to handle rapidly
changing network states, demonstrating significant improvements in execution delay
when compared with baseline methods.

Despite their advantages, single-agent RL methods come with fundamental draw-
backs. Asemphasized by Hortelano et al. [55], a centralized decision-making paradigm
scales poorly as the number of IoT devices grows and often overlooks the competi-
tive interactions among devices contending for the same edge resources. In addition,
single-agent formulations generally rely on globally observable environments or de-
mand rich, detailed state information. Such requirements are difficult to satisfy in

large, heterogeneous, and privacy-sensitive IoT deployments, where full system vis-
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ibility is limited and sharing fine-grained data may not be feasible or even allowed

by regulatory constraints.

Multi-Agent Reinforcement Learning for Cooperative Offloading

To overcome limitations in scalability and coordination, recent work is increasingly
focusing on MARL. In this framework, multiple agents simultaneously learn dis-
tributed policies while interacting in a common environment. When applied to
offloading, each IoT device or edge node is modeled as an independent agent that
makes and refines its own local decisions while still coordinating either implicitly
through shared dynamics or explicitly through communication with other agents in
the system.

Yao et al. [60] study the use of MARL for task offloading in crowd-edge com-
puting environments and show that, even under partial observability, decentralized
agents can jointly attain system performance that is close to the global optimum.
Their findings further indicate that MARL offers markedly better scalability than
centralized RL approaches, especially in large-scale, dense, and highly heterogeneous
network settings. Along the same lines, Xiong et al. [61] develop a multi-agent DRL
framework equipped with explicit coordination mechanisms for distributed task of-
floading, underscoring that effective cooperation among agents is crucial for lowering
execution latency, alleviating resource contention, and improving overall system ef-
ficiency.

Systematic reviews further corroborate that MARL is particularly appropriate
for large-scale IoT scenarios, as its decentralized structure and intrinsic parallelism
align well with such distributed environments [57]. At the same time, this work
highlights several persistent challenges, most notably the non-stationarity arising
from multiple agents learning concurrently, the substantial computational and al-
gorithmic complexity of training, and the tendency toward slow convergence when

network conditions fluctuate rapidly or unpredictably.
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2.5 Explainable Artificial Intelligence in Distributed

Systems

2.5.1 Explainability Concepts in Distributed and Autonomous
Systems

XATI has become a key area of research aimed at improving the transparency, ac-
countability, and trustworthiness of ML models, with particular importance in dis-
tributed and autonomous systems. Barredo Arrieta et al. [62] present an extensive
classification of XAI approaches, differentiating between models that are inherently
interpretable and post-hoc explanation methods that are applied to opaque black-
box learners. Their review underlines that explainability is strongly dependent on
the specific context of use and should be adapted to the underlying system archi-
tecture, the nature of the decision-making workflow, and the distinct needs and
expectations of the various stakeholders involved.

In distributed systems, explainability extends beyond the interpretation of sin-
gle models and requires reasoning at the level of the entire system, where overall
outcomes arise from the interactions among many agents, devices, and services.
Guidotti et al. [63] argue that explanations for black-box models should illuminate
not only the final predictions, but also the internal decision logic that produces
them, which is especially important in scenarios where these decisions affect how re-
sources are distributed or how system robustness and stability are preserved. From
a practical and operational perspective, Gunning and Aha [64] further argue that
explainability is a key prerequisite for effective human—Al teaming, particularly in
autonomous or semi-autonomous systems in which human operators must be able
to inspect, verify, and audit machine outputs, as well as develop appropriate trust
and confidence in Al-driven decisions over time.

These conceptual foundations are especially important in distributed IoT and
edge computing environments, where control and decision processes are decentral-
ized and must adapt to heterogeneous, dynamically changing system conditions.
In these settings, explainability functions as a key instrument for connecting au-

tonomous optimization procedures with human understanding and governance, en-
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suring that system behavior remains transparent, interpretable, and open to mean-

ingful oversight and intervention.

2.5.2 Gradient-Based Explanation Methods for Distributed

Learning Models

Gradient-based explanation methods are commonly used to interpret deep learn-
ing models because they are computationally efficient and can be easily integrated
into large-scale production pipelines. Sundararajan et al. [65] propose integrated
gradients, a principled attribution technique that quantifies feature importance by
integrating the gradients along a continuous path from a chosen baseline input to
the actual input instance. This method is designed to satisfy important axiomatic
properties, including sensitivity and implementation invariance, which provide the-
oretical guarantees about the reliability of the resulting attributions. Consequently,
integrated gradients is particularly well-suited for analyzing and explaining the de-
cision boundaries of deep neural networks, including those deployed in resource-
constrained edge environments, where transparent and trustworthy model behavior
is essential.

Shrikumar et al. [66] introduce Deep Learning Important Features (DeepLIFT),
an attribution technique that explains model predictions by contrasting neuron ac-
tivations with those obtained from a chosen reference input, instead of depending
exclusively on local gradient information. By doing so, DeepLIFT mitigates the
problem of gradient saturation and yields explanations that are typically more ro-
bust and reliable, a property that is particularly valuable for deep architectures
frequently deployed in distributed intelligence pipelines and multi-stage inference
systems.

For convolutional or more generally spatially structured models, Selvaraju et
al. [67] propose Gradient-weighted Class Activation Mapping (Grad-CAM), which
utilizes the gradients flowing back to convolutional feature maps to construct class-
specific, discriminative localization heatmaps. These visualizations highlight the
regions of the input that most strongly influence a particular prediction. Grad-

CAM has been widely adopted to interpret and visualize decision-making behavior
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in edge-based inference, perception modules in embedded systems, and a range of
real-time computer vision tasks.

The reliability of gradient-based explanations has also been critically examined.
Adebayo et al. [68] conduct extensive sanity checks on saliency methods and demon-
strate that some explanation techniques may produce misleading attributions if not
properly validated. Their findings highlight the need for robust explanation mech-
anisms, particularly in distributed and safety critical systems where erroneous ex-

planations can undermine trust.

2.5.3 Transparency and Accountability in Distributed De-
cision Making

Trust and transparency are essential prerequisites for the deployment of intelli-
gent decision-making systems in distributed settings, including [oT infrastructures,
FL frameworks, and multi-agent control systems. To support these requirements,
model-agnostic explanation methods such as SHapley Additive exPlanations (SHAP),
proposed by Lundberg and Lee [69], and Local Interpretable Model-agnostic Expla-
nations (LIME), introduced by Ribeiro et al. [70] provide local interpretability by
either assigning contributions of individual input features to model predictions or
by approximating complex models with simpler, human-interpretable surrogates. In
practical applications, these techniques are widely adopted to justify and analyze
decisions that depend on operational metrics like battery charge status, proces-
sor utilization, queue occupancy, and communication or network latency, thereby
making the behavior of distributed intelligent systems more understandable and
auditable.

In distributed learning settings, however, explainability poses further compli-
cations. Nguyen et al. [71] demonstrate that explanation methods can uninten-
tionally reveal sensitive information, underscoring the need for privacy-preserving
and security-aware explainability techniques in decentralized environments. In ad-
dition, Dubey et al. [72] point out that combining XAI with FL and distributed
optimization demands careful orchestration of system components, since explana-

tions must be produced without relying on centralized access to raw data, full model
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parameters, or complete global system states, while still ensuring that the resulting

explanations remain reliable and informative.

2.6 Comparative Analysis of Existing Approaches

2.6.1 Identified Research Gaps

The reviewed literature establishes FL as a strong foundation for distributed in-
telligence in IoT systems, primarily due to its scalability and its ability to preserve
data locality, thereby avoiding many limitations of centralized learning architectures.
Nevertheless, several key issues remain open. In particular, device and network
heterogeneity, time-varying execution conditions, and the coordination overhead of
large-scale federated systems still constrain the robustness and efficiency of FL-
based IoT deployments. These limitations suggest that FL by itself cannot ensure
sustained, adaptive intelligence in dynamic, resource-limited environments.

RL and MARL have been widely explored as solutions for computation offloading
and resource management in IoT and edge environments. Although these methods
show considerable promise, most RL-based offloading schemes depend on reactive
decisions based solely on current observations. Consequently, they are unable to
proactively anticipate future changes in resource availability, workload fluctuations,
and network dynamics, which are typical in real-world IoT settings. This limitation
can lead to performance deterioration when operating conditions change rapidly.
While MARL enhances scalability by distributing control among multiple agents,
it also brings significant challenges in terms of training complexity, convergence
reliability, and communication overhead, thereby hindering practical deployment in
large-scale, energy-constrained networks.

Another limitation frequently noted in the literature is the weak incorporation of
predictive system awareness into learning-based offloading schemes. As recent sur-
veys indicate [34, 55], RL and MARL policies are rarely combined with predictive
models that estimate short-term system evolution. Although DTs have proven effec-
tive in forecasting resource conditions such as battery status, computational load,

and network latency, they are predominantly used for monitoring or offline simu-
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lation. Their systematic use in real-time offloading decision-making is still scarce,
leading to a shortage of DT-aware, forward-looking offloading strategies.

Furthermore, the interpretability and transparency of autonomous offloading
strategies remain insufficiently studied. Most RL- and MARL-based methods fo-
cus on optimization goals such as minimizing latency or improving energy efficiency;,
yet offer limited visibility into the reasoning behind specific decisions. This lack
of explainability undermines trust, verification, and accountability, especially in
mission-critical IoT scenarios, where it is crucial to understand the behavior of the
system. Although XAI methods have advanced considerably, their integration into
distributed offloading and FL architectures is still sparse and frequently considered
an add-on rather than a core design element.

Finally, the existing literature shows a lack of advanced contextual reasoning
mechanisms that can adapt decision-making strategies without requiring substantial
retraining. LLMs, despite their strong in-context learning and reasoning abilities,
remain largely unexamined as decision-support modules for IoT offloading and re-
source management. Current solutions usually rely on frequent RL retraining or
federated model updates to respond to environmental changes, which introduces
considerable overhead and slows down adaptation. The absence of LLM-driven rea-
soning that leverages DT forecasts, historical decision trajectories, and a broader
system context constitutes a major open research challenge.

Taken together, these limitations emphasize the need for unified architectures
that couple FL with predictive DTs, strengthen RL and MARL through proactive
system awareness, incorporate explainability for transparent decision-making, and
exploit LLM-based contextual reasoning to boost adaptability while lowering train-
ing complexity. Overcoming these challenges is crucial for the realization of robust,

scalable, and reliable distributed intelligence in next-generation IoT systems.

27



2.6. Comparative Analysis of Existing Approaches

2.6.2 Strengths and Weaknesses of Existing Approaches

Table 2.1 shows that current methods tackle individual facets of distributed IoT
intelligence but do not deliver a comprehensive solution. Centralized and heuristic
approaches face scalability and adaptability constraints, and although FL enhances
data decentralization, it does not inherently support real-time decision making. RL-
based offloading adds adaptivity but remains mostly reactive and computationally
intensive, especially in multi-agent scenarios. DTs enable predictive analysis yet are
seldom embedded into operational control loops, while explainability is frequently
incorporated only as a post-hoc layer rather than a fundamental design element. Re-
cent LLM-based techniques exhibit strong contextual reasoning but are still largely
unexplored in resource-limited IoT settings. Together, these insights underscore the
need for an integrated framework that unifies predictive DTs, FL, adaptive multi-

agent decision making, and explainability within a single cohesive architecture.
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Table 2.1: Strengths and Weaknesses of Existing Approaches for Distributed IoT
Intelligence

Approach Strengths Weaknesses
Centralized  Pro- | Global system visibility; simple | High latency; network conges-
cessing coordination and control; ma- | tion; single point of failure; pri-
ture optimization techniques vacy concerns; poor scalability
for large IoT deployments
Edge-Based Of- | Reduced latency compared to | Inflexible to dynamic condi-

floading (Static /

Heuristic)

cloud; simple implementation;

low computational overhead

tions; suboptimal resource uti-
lization; lacks learning and

adaptation

Federated Learn-

ing

Preserves data locality; scal-
able training across heteroge-
neous devices; reduced commu-

nication of raw data

Sensitive to device heterogene-
ity; communication overhead;
lacks runtime adaptivity and

decision intelligence

Reactive RL-Based
Offloading

Learns adaptive policies from
interaction; improves energy

and latency trade-offs over

heuristics

Purely reactive; slow conver-

unstable under non-

high

gence;
stationary conditions;

training cost

Multi-Agent RL

Distributed decision making;
improved scalability; localized

control

Complex coordination; conver-
gence instability; communica-
tion overhead; limited practical

deployability

DT-Based Moni-

toring

Accurate system state repre-
sentation; predictive capability

for resources and performance

Often used offline; weak cou-
pling with real-time decision
limited

making; integration

with learning policies

XAI for Offloading

Improves transparency and
trust; supports debugging and

validation

Mostly post-hoc; rarely inte-
grated into control loops; ex-

planation cost not considered

LLM-Based Rea-

soning

Strong contextual reasoning;
rapid adaptation via in-context

learning; minimal retraining

Limited exploration in IoT; in-
tegration challenges; explain-
ability and control guarantees

still open
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2.6.3 Justification of Research Direction

The comparative analysis in the previous sections, together with the comparative
overview in Table 2.1, shows that current methods for distributed IoT intelligence
each tackle different, largely disconnected facets of the overall challenge. Central-
ized and heuristic-based strategies face limitations in scalability and adaptability,
whereas FL decentralizes training but offers no native support for real-time deci-
sion making or runtime awareness. RL and MARL add adaptivity for computation
offloading, yet they are mainly reactive, costly to train, and vulnerable to non-
stationary conditions. In addition, although DT techniques provide strong predic-
tive capabilities, they are usually not embedded within operational control loops,
and explainability is seldom treated as a core element of distributed decision-making
systems.

These observations highlight the need for a unified research agenda that goes
beyond incremental refinements of isolated techniques. Specifically, there is strong
motivation to integrate FL with adaptive offloading strategies that are proactive and
system-aware, allowing IoT devices to anticipate future resource conditions instead
of responding only to instantaneous states. Incorporating DTs offers a systematic
way to embed predictive system awareness by forecasting key operational metrics
such as battery dynamics, computational demand, and network latency. When
these forecasts are integrated directly into the decision-making pipeline, they can
improve the robustness and efficiency of learning-based offloading policies in dynamic
environments.

Furthermore, the complexity and convergence issues associated with MARL-
based offloading motivate the investigation of complementary decision-support ap-
proaches that lower training costs while maintaining adaptability. In this regard,
LLMs provide a promising framework for contextual reasoning, as they can ex-
ploit structured system summaries, historical trends, and predictive information to
guide offloading decisions without the need for continuous retraining. At the same
time, the limited interpretability of autonomous offloading policies calls for the in-
corporation of XAI methods to guarantee transparency, trust, and accountability

particularly in safety-critical or resource-constrained IoT environments.
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Accordingly, this thesis pursues a research direction focused on designing and val-
idating an integrated framework that unifies FL, predictive DTs, adaptive MARL,
and explainability mechanisms within a single coherent architecture. By jointly ad-
dressing predictive awareness, distributed learning, adaptive decision-making, and
interpretability, the proposed approach seeks to overcome the limitations of exist-
ing solutions and advance robust, scalable, and reliable distributed intelligence for
next-generation [oT systems. To examine and implement this methodology, the next
chapter introduces the system modeling foundations of the proposed framework. It
specifies the network architecture, device assumptions, state representations, com-
munication model, and optimization objectives that support the integration of FL,

DT, MARL and XAI and allow for an assessment of the offloading strategy.
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Chapter 3

System Architecture of the

Proposed Framework

This chapter presents the architectural foundations and underlying system condi-
tions of the [oT environment examined in this thesis. It concentrates on the struc-
tural organization of devices, their resource limitations, data generation patterns,
and communication properties, all of which jointly define the operational setting for
distributed intelligence. The detailed mechanisms for intelligent decision-making

and optimization are analyzed in Chapter 5.

3.1 IoT System Model

The IoT system is modeled as a distributed network of diverse devices with resource
constraints that act autonomously and communicate over a shared wireless medium.
Each IoT node is treated as an independent processing unit with sensing, comput-
ing, and communication functions. This abstraction captures the decentralized and
asynchronous behavior of practical IoT deployments, where devices vary widely in
hardware resources, energy budgets, and workload profiles.

Device heterogeneity is captured explicitly via variations in computing capac-
ity, energy reserves, and communication conditions. The processing power of each
device is represented by its available CPU resources, which determine both the exe-

cution latency and the energy consumed by locally executed tasks. IoT devices are
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considered to operate under strict energy constraints as they typically depend on bat-
teries or energy-harvesting mechanisms. Consequently, battery depletion emerges
as a critical limiting factor that directly influences long-term system viability and
decision-making. Energy is spent on both local computation and wireless transmis-
sion, and battery levels are continuously updated to reflect the accumulated impact
of these operations over time.

The generation of tasks on each IoT device is represented as a stochastic process
designed to reflect realistic sensing and application workloads. The produced tasks
vary in input size, computational demand, and latency requirements, thus covering
various application domains such as industrial monitoring, vehicular sensing, and
healthcare data processing. Fach task is associated with a deadline that imposes
strict latency constraints, highlighting the need to carefully trade off local execution
against offloading to remote resources. Any task that does not complete before its
deadline is labeled unsuccessful, directly influencing the system’s overall performance
metrics.

Communication between IoT devices and edge infrastructure is represented as a
time-varying wireless network with stochastic latency. Network delay is modeled as
a dynamic parameter that changes with channel conditions, background traffic, and
occasional congestion. This variability captures realistic IoT settings, where latency
is neither fixed nor fully predictable. Consequently, communication delay becomes a
key constraint that affects task completion time and the viability of task offloading.

Overall, the IoT system model highlights the interaction between diverse de-
vice capabilities, constrained energy budgets, computational limitations, and time-
varying communication conditions. Together, these factors create a demanding
operational setting in which intelligent task execution and resource management
approaches must be assessed. By making these constraints explicit, the proposed
system model offers a realistic and adaptable basis for examining adaptive offloading

and distributed intelligence techniques in the following chapters.
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Global Model Distribution

Figure 3.1: Federated learning—enabled IoT system architecture.

3.1.1 Federated Learning—Enabled IoT System Architecture

Beyond local sensing and computation, the IoT system model in this thesis is also
built to enable distributed intelligence via FL. Each [oT device acts as an indepen-
dent learning node, training models locally on data produced by its own sensors.
This approach maintains data on the device and mirrors practical deployments where
raw sensor data cannot be centrally aggregated because of privacy, bandwidth, or
energy limitations.

As shown in Fig. 3.1, IoT devices periodically train local models on their own
private data and send only the resulting model updates to an edge or cloud aggre-
gation server. This server performs FedAvg via weighted averaging to build a global
model that integrates knowledge from diverse devices. The updated global model
is then sent back to all participating nodes, enabling joint learning without sharing
raw data.

This FL-based architecture provides a scalable and privacy-conscious backbone
for distributed intelligence in the IoT ecosystem. Clearly incorporates device hetero-
geneity, recognizing that nodes can vary in sensing types, processing power, energy
reserves, and communication reliability. In addition, regular synchronization be-
tween local and global models creates system-level dynamics that interplay with

resource limits such as battery usage, CPU load, and network delay.
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Within the broader system model, FL serves as a core mechanism that supports
higher-level decision-making. In the following sections, predictive DTs, adaptive
offloading schemes, and intelligent control methods leverage this FL-based infras-
tructure to improve energy efficiency, reduce latency, and increase system robustness

under dynamic operating conditions.

3.2 Adaptive Task Offloading in IoT Systems

This thesis examines a DT—enabled IoT architecture designed to facilitate predictive,
resource-efficient, and learning-oriented operation under the typical constraints of
large-scale 10T systems. The architecture follows a layered design in which physical
sensing and edge computation are supported by continuously updated DT models,
while task execution and learning processes are managed by an intelligent decision
layer and a federated aggregation scheme. This layering offers modularity and allows
for the systematic integration of heterogeneous devices, predictive models, adaptive

control, and distributed learning.

3.2.1 Physical Sensing and Local Execution Layer

The physical sensing layer is composed of various [oT devices that integrate sensors
with limited local computation and communication resources. Each device func-
tions autonomously and is represented as an independent process, capturing the
inherently asynchronous nature of real-world IoT systems. These devices generate
computational tasks from both sensed data streams and higher-level applications,
with workloads varying in input size, processing complexity, and latency require-
ments. In the simulation framework used in this thesis, the input sizes of the tasks
range from 64 to 512 KB, the computational requirements span 0.5 to 3.0 GFLOPs
per task, and the deadlines range from 150 to 400 ms [56] to approximate delayed
services.

Resource limitations at this layer are explicitly represented. Each device is mod-
eled with finite battery energy, constrained CPU capacity, and time-varying wireless

connectivity. Battery exhaustion is treated as the main sustainability constraint,
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with energy consumption arising from both computation (local task execution and
learning) and communication (transmitting model updates and offloading-related
control traffic). The CPU load dictates achievable task processing rates and directly
influences energy usage. Wireless network latency is captured as a stochastic, time-
varying process to reflect both typical conditions and sporadic congestion. Specifi-
cally, latency samples are drawn around an average of 30 ms, with low probability
extra delays of 5-10 ms [56] added to emulate transient network disruptions. Col-
lectively, these aspects define a demanding operating environment in which devices

must continually trade off performance objectives against constrained resources.

3.2.2 Digital Twin Layer

In the proposed architecture, each physical IoT node is linked to a lightweight DT
that preserves a continuously updated virtual model of the device and its operating
environment. As shown in Fig. 3.2, the DT layer ingests real-time telemetry from
sensor nodes, such as battery status, CPU load, and observed wireless latency. These
raw inputs are initially handled by a data aggregation and normalization module,
which enforces temporal consistency and converts heterogeneous measurements into
structured state variables appropriate for subsequent analysis.

Based on aggregated data, the DT applies predictive analytics to estimate short-
term trends in resource availability and system performance. Lightweight forecasting
methods, including moving averaging and regression-based estimators trained on
simulated traces, are used to predict near-future changes in battery usage, processing
load, and communication latency. With these forecasts, the DT moves beyond
passive monitoring and offers anticipatory insight into the short-term behavior of
the system over the next decision interval.

The outputs of the DT predictive analytics module are exposed to the decision
intelligence layer via structured queries, as illustrated in Fig. 3.2. Instead of depend-
ing only on instantaneous measurements, offloading decisions draw on both the de-
vice’s current operating state and its predicted resource availability. This approach
enables proactive task execution strategies that mitigate performance degradation

caused by sudden workload variations, network congestion, or energy consumption.
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Within the overall system architecture, the DT layer serves two mutually rein-
forcing functions. First, it improves situational awareness by integrating short-term
prediction directly into the control loop, thereby increasing robustness in the pres-
ence of non-stationary workloads and fluctuating network conditions. Second, it
provides an abstraction boundary between low-level sensing and high-level deci-
sion making by compressing raw telemetry into a concise and interpretable set of
state variables and forecasts. This abstraction enables learning-based controllers to
remain lightweight and scalable while still exploiting predictive context to enable

intelligent and energy-efficient decisions.
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Figure 3.2: DT Architecture

3.2.3 Adaptive Offloading Interface

A key feature of the proposed IoT architecture is adaptive computation offloading,
allowing devices to dynamically decide whether to process tasks locally or delegate
them to edge resources. This feature is implemented as an architectural interface
within the decision intelligence layer and is explicitly tailored to use predictive in-
sights from the DT layer.

At each decision point, an IoT device must choose between two execution op-
tions: handling incoming tasks locally with its own computing resources or offloading
them to an edge server over the wireless network. This decision is adaptive rather

than fixed, mirroring the highly dynamic nature of IoT settings where resource
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availability, workload levels, and network conditions change over time. The offload-
ing interface thus serves as a bridge between the physical execution layer and the
higher-level decision-making logic.

Unlike purely reactive offloading approaches that depend only on instantaneous
measurements, the adaptive offloading interface takes advantage of short-term pre-
dictions produced by the associated DT. These predictions offer early warnings of
battery drain, CPU overload, and communication latency. Using expected rather
than solely current system conditions, the architecture supports proactive offloading
decisions that alleviate emerging resource constraints before they fully develop.

From an architectural standpoint, the adaptive offloading interface does not dic-
tate how decisions are derived; instead, it specifies what information is available
and where decisions are enacted. It receives structured state variables and forecasts
from the DT layer, together with coordination signals from the federated aggrega-
tion layer, and produces a standardized decision output that determines where tasks
will be carried out. This separation allows a wide range of decision-making meth-
ods, including rule-based policies, learning-driven controllers, and reasoning-focused
mechanisms, to be integrated without modifying the core system model.

By treating adaptive offloading as a core architectural element, the proposed sys-
tem enables a shift from purely reactive execution toward predictive, context-aware
task handling. This approach guarantees that offloading choices are systematically
based on both the current limitations of the local device and the expected behavior
of the broader system, while preserving architectural flexibility to incorporate the

advanced decision-making mechanisms developed in subsequent chapters.

3.2.4 Decision Intelligence Layer

The decision intelligence layer specifies the architectural interface used to determine
where tasks are executed within the IoT system. Its main function is to offer a
structured way to choose between running tasks locally or offloading them to edge
resources, according to each device’s operating context. Rather than enforcing a
particular decision-making method, this layer defines the location and manner in

which execution decisions are integrated into the system.
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In the modeled system, execution decisions are made in discrete time steps.
Before each decision point, an [oT device refreshes its local state description, which
includes metrics such as remaining battery charge, current CPU load, measured
wireless latency, and the fill level of its local task queue. These state variables are
provided by the physical sensing layer and augmented with predictive data from the
system awareness and prediction layer.

A key characteristic of this layer is that decisions are based on contextual system
information rather than relying solely on instantaneous measurements. Short-term
forecasts from the prediction layer provide advance insight into imminent resource
conditions, and coordination signals from the FL process supply a global view of
the system. By revealing both current and expected system states, the decision
intelligence layer supports execution placement over a wider time horizon, without
imposing any assumptions about how this information is interpreted.

From an architectural perspective, decision making is distributed among I[oT
nodes, aligning with the inherently decentralized nature of large-scale IoT systems.
Each node enforces execution decisions locally, yet supports periodic system-wide co-
ordination via information exchange and aggregation. The layer is deliberately kept
independent of any specific decision method, enabling diverse approaches, such as
learning-based controllers or reasoning-driven decision support, to be incorporated
and assessed within a unified system model.

By clearly separating decision interfaces from decision logic, this layer estab-
lishes a modular control point that captures the interaction between computation,
communication, and energy constraints. This abstraction offers a realistic and flex-
ible basis for the adaptive offloading mechanisms developed and examined in later

chapters, while avoiding optimization-specific assumptions in the architecture itself.

3.2.5 Federated Aggregation Layer

The federated aggregation layer specifies the system-level process that coordinates
distributed learning across the IoT network while keeping data on the originating
devices. In this setup, each IoT node acts as an independent learner, training

models on locally collected sensor data. Raw data never leave the device, only
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model parameters or updates are transmitted to the aggregation infrastructure.

At predefined synchronization points, devices send their locally computed model
updates to an aggregation server that operates at the edge or in the cloud. This
server merges updates using a federated aggregation method, such as FedAvg, to
form a global model that captures information from the entire distributed network.
The updated global model is then sent back to the participating devices, where it
is used to initialize or refine the next rounds of local training. In this way, a closed
coordination loop is maintained between local learning and global model integration.

From an architectural standpoint, the federated aggregation layer is designed to
handle variability in device capabilities, sensing environments, and workload profiles.
Because devices can differ markedly in data distributions, compute resources, and
uptime, local models are not expected to evolve in the same way. FedAvg offers a
systematic way to periodically align these local models without requiring centralized
data storage or homogeneous execution patterns across nodes.

Beyond coordinating distributed learning, the aggregation layer also provides
system-level coordination signals that reflect the status of the federated process
itself. These include, for example, synchronization schedules, update readiness, and
global model distribution events. The signals are exposed to other architectural
components, as contextual metadata, without imposing assumptions on how they
are interpreted or used. Consequently, the federated aggregation layer serves as a
coordination and information-sharing backbone, linking local device behavior with
network-wide learning activities.

By separating federated coordination from the underlying decision logic and
optimization strategies, this layer establishes a modular foundation for distributed
intelligence. Within the overall architecture, its role is to determine how learning-
related information is disseminated across the IoT network, whereas the concrete
use of this information in adaptive offloading or control policies is addressed in later

chapters.
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3.3 Data Sources and Simulation Environment

This section describes the data sources and simulation setup used to instantiate and
assess the proposed [oT system model. It combines real-world sensor readings with
synthetically generated data to reflect realistic sensing behavior while preserving
full control over the system’s dynamics. The simulation environment is based on a
discrete-event framework that enables detailed modeling of asynchronous IoT device

behaviors, resource consumption, and communication uncertainties.

3.3.1 Real and Synthetic IoT Data

The experimental pipeline starts by combining both real and synthetic sensor read-
ings into a single, unified data format. Real measurements are sourced from the
Sutardja Dai Hall (SDH) dataset [73], which contains time-stamped readings from
physical sensors deployed in a functioning indoor setting. These data provide a
realistic reference point for characterizing sensing behavior in IoT devices.

To supplement physical measurements, additional virtual sensor readings are
created using Python-based data generation functions. These synthetic signals are
defined within specified ranges to mimic auxiliary sensing channels and system-level
indicators that are not directly present in the physical dataset. Merging physical
and virtual sensor data supports building a more comprehensive system state while
maintaining realism.

All sensor measurements are loaded into a Pandas DataFrame to enable struc-
tured storage and processing. The timestamps for each reading are converted to
standardized date-time objects to maintain temporal consistency throughout the
dataset. Precise time synchronization is crucial for time-dependent modeling, es-
pecially when simulating battery usage and resource dynamics in a changing IoT
environment. This preprocessing step provides a consistent temporal basis for all

later modeling and simulation tasks.
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3.3.2 Non-IID Data Modeling

To capture the heterogeneity typical of real-world IoT deployments, the simulation
data are deliberately modeled as non-identically distributed data (non-IID) across
devices. Sensor nodes vary in workload intensity, CPU usage patterns, and energy
consumption behavior, leading to various local data distributions. This non-1ID
property is essential for assessing distributed learning and decision-making methods
under realistic conditions.

In addition to supporting non-I1ID data across devices, the DT framework oper-
ates as a virtual representation of the sensor network, continuously reflecting both
physical and network-layer characteristics of the underlying IoT system. To main-
tain consistency between the virtual and physical realms, each DT instance is re-
freshed either continuously in real time or at regular intervals by synchronizing with
its associated sensor node. In this way, the DT can faithfully represent the cur-
rent operating state of the device, including its energy consumption profile and the
progression of its computational workload.

Synthetic training data are generated to emulate battery drain behavior under
various operating conditions. Specifically, execution time intervals are sampled uni-
formly from the range [0.8,1.2] seconds, while CPU load values are drawn from
a constrained interval of [0.2,0.8] [20]. These limits are selected to approximate
realistic device usage scenarios while limiting excessive variability that could desta-
bilize subsequent modeling stages. Using the sampled execution durations and CPU
utilization values, a linear battery drain model is trained using scikit-learn’s
LinearRegression. The resulting model captures the relationship between com-
putational intensity, execution time, and energy consumption, and is subsequently
used during simulation to estimate incremental battery depletion at each update
step. The trained battery drain model is applied in simulation to estimate each
sensor node’s energy use at every time step. Battery levels are then updated incre-
mentally according to the predicted drain, allowing continuous monitoring of energy
depletion over time. Because individual nodes face different CPU workloads and task
arrival patterns, their battery trajectories naturally diverge, further emphasizing the

system’s non-IID characteristics.
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By continuously updating the DT state variables with both observed and pre-
dicted battery behavior, the simulation maintains a coherent virtual representation
of energy flows across heterogeneous sensor nodes. This tight integration ensures
that energy consumption patterns evolve plausibly over time and differ naturally
between devices, thereby reinforcing the non-IID characteristics of the simulated
[oT environment.

In addition to energy modeling, short-term CPU usage is estimated using a
Simple Moving Average (SMA). A deque maintains a sliding window of recent CPU
load samples, over which the mean is calculated to obtain a smoothed view of current
processing demand. This method offers lightweight predictive insight into CPU
behavior without the need for sophisticated time-series forecasting techniques.

Wireless network latency is represented as an independent stochastic process. In-
dividual latency values are sampled from a Gaussian distribution [74], reflecting the
inherent randomness of wireless communication caused by channel fluctuations and
background traffic. This stochastic approach introduces further variability among

devices, since the measured latency changes over time and between nodes.

3.3.3 Simulation Framework (SimPy-based)

The overall system behavior is modeled using a discrete-event simulation framework
built with SimPy. Each IoT sensor node is represented as its own SimPy process, op-
erating as an autonomous device that operates asynchronously within the network.
This approach enables the simulation to reflect concurrent execution, event-driven
communication, and diverse device behaviors.

At every simulation step, a sensor node updates its internal state through a series
of actions, such as sampling and averaging CPU load, calculating battery usage, and
generating network latency values.

This state is then used to adjust both the behavior of the local device and to pro-
duce historical logs for predictive analysis. Specifically, past battery drain patterns
under different CPU loads are examined by the DT component to estimate short-
term energy consumption. In the same way, recorded latency values are reviewed to

detect possible congestion trends. These predictive indicators are then sent to local
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decision interfaces, allowing devices to factor in forward-looking information when
choosing where to execute their tasks.

By combining real sensor data, controlled synthetic inputs, and a discrete-event
simulation engine, the proposed framework offers a flexible and reproducible en-
vironment to evaluate adaptive task execution in IoT systems. The SimPy-based
design enables detailed modeling of resource dynamics, asynchronous interactions,
and stochastic variability, offering a realistic testbed for the predictive and adaptive
mechanisms presented in subsequent chapters. Building on the system modeling
formulation, the next chapter lays out the theoretical foundations of the proposed
framework. It presents the formal principles of the key technologies and decision
processes, as well as the mathematical structures regulating distributed optimization

in the presence of uncertainty.
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Chapter 4

Theoretical Formulations of
Federated Multi-Agent

Reinforcement Learning

4.1 Reinforcement Learning Foundations

RL is a type of ML task focused on sequential decision-making, where an agent in-
teracts with an environment and gradually learns a policy that maximizes long-term
cumulative rewards. In contrast to supervised learning, RL depends on the evalu-
ative feedback gathered through this interaction rather than the labeled examples.
This makes RL especially well-suited for dynamic and uncertain settings, such as
resource-constrained IoT environments. A detailed and formal treatment of the RL
theory can be found in [75, 76].
An RL problem is commonly modeled as a Markov Decision Process (MDP),
defined by the tuple
M= (S, A PR,~), (4.1)

where S denotes the state space, A the action space, P(s" | s,a) the probability of
state transition, R(s,a) the immediate reward function and v € [0, 1) the discount
factor that controls the influence of future rewards [76].

At each discrete time step t, the agent observes the current state s; € S, selects an

action a; € A according to a policy m(a | s), and receives a reward r; = R(sy, a;). The
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environment then transitions to a new state s;, 1 following the transition dynamics P.
The agent’s objective is to learn an optimal policy 7* that maximizes the expected

discounted return

G, =F [Z y’fmm} , (4.2)
k=0

as defined in Equation (4.2) [75].
To evaluate policies, RL introduces value functions that quantify the expected

long-term reward. The state-value function in a policy 7 is defined as
V™(s) = E, [Gy | 8¢ = s], (4.3)
while the action-value function is given by
Q" (s,a) = E; |Gy | st = s,a, = a]. (4.4)

These value functions satisfy the recursive Bellman expectation equations, which
relate immediate rewards to expected future values [77].

Optimal behavior is characterized through the optimal value functions V*(s) and
(Q)*(s,a), which satisfy the Bellman optimality condition. In particular, the optimal

action-value function fulfills
s _ / YA
Q"(s,a) = R(s,a) + VSE,ES P(s"| s,a) max Q*(s', '), (4.5)

as shown in Equation (4.5). Many RL algorithms aim to approximate this function

through iterative updates based on observed state transitions [78, 79).

4.2 Multi-Objective Formulation

Our architecture addresses two key challenges in distributed IoT sensor networks:
preserving energy efficiency and achieving strong learning performance. Aggressive
offloading can reduce local CPU load but may incur high energy costs, while per-
forming all computation locally can save offloading energy at the expense of learning

quality. We therefore formulate the problem as a multi-objective optimization task
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to explicitly model these trade-offs. The total energy consumption, defined in Equa-
tion (4.6), is computed as the sum of the energy used for local processing and for

offloading across all sensor nodes:

N
Etotal - Z (Elocal,i + Eoﬂioad,i) ) (46)

i=1
where FElcal; is the energy consumed by node ¢ for local processing, and Eomoad
represents the additional energy cost incurred when offloading tasks.

We formulate a multi-objective optimization problem designed to promote high
battery levels in the system and permit occasional offloading, while balancing en-
ergy usage and learning performance across the sensor network. Learning perfor-
mance is captured by a normalized metric Ly, such as model accuracy, convergence
rate, or loss reduction, with L, € [0,1] and 1 corresponding to optimal perfor-
mance. Following the weighted-sum scalarization approach commonly adopted in
multi-objective optimization [80], these objectives are combined into the unified cost

function defined in Equation (4.7):
min A Eyora + (1 —=X) (1 = Lpert) — BR(D), (4.7)
subject to the restriction:
latency (i) < lmax, Vi€ {l,...,N}, (4.8)

where:

o x represents the variables that influence offloading choices, including whether

to offload to an edge server or process locally,

o A €[0,1] is a weighting factor that finds a balance among learning performance

and consumption of energy.

e 3 > 0 scales the battery bonus,
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e R(b) is a reward bonus function defined as

1, if b>85%,
R(b) = (4.9)

0, otherwise,

o lmax is the maximum allowable latency.

When A is near 1, the model emphasizes minimizing energy, whereas values near
0 place greater importance on learning performance.

In our framework, the agent’s reward function is constructed to mirror the neg-
ative of the objective value presented in Equation (4.7). The reward is computed
by applying penalties for high latency and for energy usage, where the latter de-
pends on local CPU utilization and offloading costs, and by adding an extra penalty
whenever the battery level falls below the critical threshold of 30%. In contrast,
a bonus is granted when the battery level is maintained above 85% [20]. Thus, by
incorporating the bonus term R(b), our approach promotes policies that achieve this
target behavior rather than enforcing a strict constraint b > 85%. This formaliza-
tion provides the theoretical basis for our method and justifies the construction of
the RL reward function. As a result, the learned policy simultaneously maintains
the battery level above 85%, achieves strong learning performance, and performs
offloading conservatively.

The goal of our RL agent is to learn the response to the multi-objective problem.
Each sensor node in the system observes a status vector composed of network latency,
CPU utilization, and battery charge level. Based on this state, the agent selects an

action x € {local, offload}. The reward function is defined as:

reward = — (energy_used + Aat - latency
+ battery penalty + extra offload penalty) + bonus(b). (4.10)

where:

o energy_used indicates the amount of battery used as a result of offloading or
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local computation.
e st is the delay penalty’s scaling factor,

o the battery penalty is used when the battery level drops below a key threshold

which is 30%, therefore discouraging states with very low energy.

o the extra offload penalty it occurs throughout the offloading process, repre-

senting the increased cost,

« bonus(b) encourages the agent to keep large energy reserves by offering a pos-

itive reward if the battery level b surpasses 85%.

This reward function acts as a soft constraint, assigning penalties to actions that
cause high energy use and rewards to those that keep the battery level above 85%.
Consequently, the RL agent learns to trade off offloading and local computation,
choosing to offload only when it lowers local CPU usage without depleting overall
energy reserves.

Therefore, the negative of our multi-objective cost function is given by:
min A Eiotal + (1 — A) (1 — Lpers) - (4.11)

Equation (4.11) is represented in practice by our RL reward. This formulation,
together with the delay constraint, provides a solid theoretical basis for our design
choices. Moreover, it allows the integration of additional constraints, such as net-
work capacity, and ensures that the sensor network attains advantageous learning

performance while making proactive and energy-efficient offloading decisions.

4.3 Multi-Agent Reinforcement Learning (M ARL)

MARL extends classical RL to settings where multiple autonomous agents act at
the same time within a common environment and interact with each other [81, 82].
Unlike single-agent scenarios, the view of each agent of the environment and the

results of its actions depend on the behavior of other agents, making the environment
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non-stationary from the point of view of that agent. This property significantly

complicates learning, stability, and convergence [83, 84].

4.3.1 Markov Games and MARL Formulation

The theoretical basis of MARL is typically formulated in terms of a Markov Game [85],

also called a stochastic game. A Markov Game is specified by the tuple:

g = <N7 S, {Ai}iGNa P7 {Ri}iGNa ’Y>7

where N denotes the set of agents, S the global state space, A; the action space of
agent i, P(s' | s,aq,...,ay) the state transition probability, R; the reward function
of agent i, and v € [0,1) the discount factor.

Each agent aims to learn a policy m;(a; | s) that maximizes its expected dis-

counted return,

00
N
J’L:E Z’ytri<st7ai7"'aa7|f ‘) ’
t=0

while taking into consideration the changing policies of other agents. In cooperative
scenarios, agents pursue common goals, while competitive or mixed scenarios feature

opposing or partially conflicting rewards.

4.3.2 Prioritized Experience Replay

To improve sample efficiency and accelerate convergence, we employ the proportional
PER mechanism proposed by Schaul et al. [86]. In this approach, a prioritized
replay buffer samples transitions with larger temporal-difference (TD) errors more

frequently. In concrete terms, each stored transition £ is assigned a priority:

Pr = ‘(Sk a, 5k = Y — Q(sk,ak), a=0.7. (412)

In Equation (4.12), y, is the target Q-value (Equation (4.16)) and Q(sg,ax) its

current estimate. Sampling probability for transition £ is then

P(k) = 2%, (4.13)
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Equation (4.13) ensures that experiences with larger errors are sampled more fre-
quently.
To compensate for the bias caused by this non-uniform sampling, each transition

is assigned a weight defined as follows:
-8
wp = (|B|P(k)) ~, B=05 (4.14)

In Equation (4.14), |B| denotes the current buffer size. Importance-sampling weights
are applied during gradient updates to preserve an unbiased estimate of the loss
gradient. By tuning « and [, the method balances prioritizing specific transitions
with adhering to theoretical convergence guarantees, thereby improving both the

stability and the speed of learning.

4.3.3 Dueling Double Deep Q-Network (D3QN)

We employ a D3QN [87] to approximate the optimal state—action value function in
resource-constrained IoT environments. The dueling network architecture proposed
by Wang et al. [88] decomposes the Q-value into a state-value term V'(s; ) and an

advantage term A(s, a;#), which are then combined as
Q(s,:0) = V(5:6) + (Als5,050) — 5 ¥ Als,a36) ), (4.15)

Equation (4.15) has been demonstrated to speed up convergence in settings where
many actions produce comparable returns.

To mitigate the overestimation bias commonly observed in single-network Q-
learning, we adopt the Double-DQN target update scheme proposed by van Hasselt
et al. [89]:

y = T+7Q(8’,argma}XQ(s’,a’;0); 9‘), v = 0.95, (4.16)

In Equation (4.16), 6~ denotes the parameters of a target network that are kept

fixed and updated to match the online network every three training episodes.
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4.4 Federated Learning Process

Within the framework, FL is used to support collaborative model training while re-
ducing centralized communication costs and maintaining data on the devices where
it is generated. Instead of sending raw sensor readings to a central server, each
[oT node trains its own local predictive model on its private dataset, which can be
enriched with outputs from virtual sensors. This setup mirrors realistic IoT envi-
ronments, where devices are heterogeneous in terms of computation power, battery
constraints, and data availability. As a result, the local learning models can vary
from simple linear regressors to compact neural networks, depending on each device’s
processing capabilities.

During each FL round, local training is carried out for a predefined number of
epochs. Once this local optimization step is finished, devices send only their updated

model parameters to a central aggregation node, without exposing any raw data.

4.4.1 Federated Averaging Mechanism

FL enables collaborative model training across distributed devices without central-
izing raw data. In the canonical FedAvg framework introduced by McMahan et
al. [90], each participating device performs multiple local stochastic gradient de-
scent (SGD) steps on its private dataset before transmitting the updated model
parameters to the central server.

Let QZ@ denote the model parameters on device i after its local training in com-
munication round ¢, and let n; be the number of local training samples stored on
that device. The server then combines the local updates via a weighted averaging
scheme given by

gy — S0 (4.17)
Zﬁil n;

In (4.17) N the number of devices participating in the current round is indicated.
The weighting mechanism ensures that devices with larger local datasets exert a
proportionally greater influence on the updated global model. After aggregation,

t+1)

the refined global parameters 6 are broadcast to all participating devices, thus
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initiating the subsequent training round.

In the proposed system, aggregation and model distribution are performed syn-
chronously, so a communication round finishes only once all chosen devices have
provided their updates.

This approach guarantees that devices holding larger local datasets have a stronger
impact on the resulting global model. After aggregation, the refined global model is
distributed back to all participating devices and is used as the starting point for the
next FL round. In the system under study, both aggregation and model distribu-
tion occur synchronously, implying that each round advances only once all involved
devices have transmitted their updates.

Beyond its role in distributed learning, the FL process closely interacts with
system-wide resource management. Performing local training generates computa-
tional and energy overhead, which is shaped by adaptive offloading strategies. By
continuously deciding whether tasks are executed on the device or shifted to edge
resources, the system indirectly controls the computational burden linked to lo-
cal model updates. The integration of virtual sensor data further enhances local
datasets, enhancing model robustness and prediction performance in the presence of
heterogeneous and non-IID data. Through iterative FedAvg, the framework exploits
the shared intelligence of the entire network to build a resilient, adaptive global

model while preserving decentralization and resource-aware learning behavior.

4.4.2 Federated Learning for MARL

To utilize the aggregated information from all sensor nodes without collecting their
raw measurements in a central location, we embed a synchronous FL cycle into the
MARL control loop. At each control step, every node ¢ refines its local model imple-
mented either as a linear regressor or a compact multilayer perceptron by running
E epochs of gradient descent on its augmented dataset. The parameter £ may be
tuned according to the available CPU capacity, however, in our implementation it
is kept fixed for simplicity.

After completing local training, each node sends only its model parameters 6;

along with the corresponding number of samples n;. The central server then com-
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putes the weighted average of these updates:

eglobal = %; (418)

i=1 "

Equation (4.18) ensures that clients with larger datasets exert a proportionally
greater influence on the global model. After aggregation, the updated global param-
eters Ogona are then broadcast to all clients, where they overwrite the local weights
before the next decision step. The FedAvg approach keeps training communication-
efficient by exchanging only parameter vectors, and preserves privacy since the raw

data never leave the edge devices.

4.5 Explainability Methods

To make the agents’ decision process more interpretable, we compute a gradient-
based saliency map for each selected action following the approach introduced by
Simonyan et al. [91]. Given a state s and the chosen action a* = arg max, Q(s, a; ),

we define the corresponding saliency vector as
g = ’VS Q(s, a*; 9) ‘ (4.19)

In Equation (4.19), the absolute gradient magnitude reflects how strongly each state
feature contributes to the action’s value. These feature-level attributions are nor-
malized and logged at every decision step, enabling post-hoc examination of the
agent’s emphasis on battery level, CPU load, latency, and historical CPU usage
patterns. While this approach yields interpretable information about the decision
drivers at each timestep, it also has limitations. First, computing gradients dur-
ing inference introduces additional overhead, which may affect latency-critical IoT
scenarios. Second, the resulting saliency map is static and lacks temporal abstrac-
tion, so it cannot represent dependencies across successive states or capture evolving
trends. The following chapter describes the proposed framework in detail. It defines
the system architecture and combines the previously introduced components into a

unified solution designed for resource-limited IoT environments.
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Chapter 5

Proposed Framework

5.1 Framework Architecture

This chapter introduces the proposed framework for predictive, resource-aware com-
putation offloading and distributed learning in heterogeneous IoT networks. The
framework is implemented in Python in a Jupyter Notebook environment and uses
the SimPy library [92] to emulate the asynchronous behavior of IoT devices via
discrete-event simulation. Each sensor node is modeled as an independent SimPy
process with its own event timeline, allowing the simulation to reflect decentral-
ized operation, fluctuating workloads, and time-varying wireless conditions typical

of real-world deployments.

5.1.1 Layered Design and Component Roles

The framework follows a layered design to separate sensing and local execution
from prediction, learning coordination, and decision making. The main layers are

summarized as follows.

e Physical and Virtual Sensing Layer: Each IoT node produces tasks and
measurements based on physical sensor streams (SDH dataset [93]) and addi-

tional virtual sensor values generated within specified ranges.

o DT Prediction Layer: A lightweight DT keeps an up-to-date virtual model

of each node and generates near-term predictions of resource usage and net-
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work behavior (e.g., anticipated battery depletion, CPU load patterns, and

latency changes).

LLM-Guided Decision Layer: A prompt engine builds structured natural-
language prompts by combining (i) DT predictions, (ii) the current node status
and queue information, and (iii) optional FL convergence signals. An LLM
then uses in-context reasoning on these prompts to produce an offloading de-

cision (local vs. edge execution), optionally adding a short explanatory signal.

Execution and Control Layer: Each node carries out the chosen action by
running tasks locally or offloading them to the edge, then revises its local state
(battery level, CPU utilization, queue) according to the actual computation
and communication costs, thereby closing the control loop for the subsequent

decision epoch.

FL Coordination Layer: Nodes independently train local models and, at
intervals, send their model updates to a central federated aggregator, which
synchronously combines them (e.g., via FedAvg) and then broadcasts the re-

freshed global model back to the nodes for the next training rounds.

This separation supports modular evaluation: prediction quality (DT), learning

coordination (FL), and task execution decisions (offloading) can be analyzed both

independently and as a closed-loop system.

5.1.2 Information and Control Flow

At runtime, system components interact through a coordinated exchange of pre-

diction, learning, and control information, which supports adaptive and proactive

offloading decisions in dynamic IoT environments. Instead of concentrating on the

internal models of each component, the focus in this part is on how data, predic-

tions, and control signals move through the system during execution. This control

flow enables proactive, context-aware decision-making in diverse and changing IoT

conditions.

Figure 5.1 shows the interaction flow among the sensor nodes, their corresponding
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DTs, the LLM-based decision controller, the offline RL module, and the FedAvg

stage.

State Reporting and Synchronization. At every decision step, each IoT sensor
node gathers its current operating status, such as remaining battery charge, real-time
CPU utilization, measured wireless communication delay, and the state of its task
queue. This collected status data is then sent to its associated DT, which preserves
an up-to-date virtual model of the physical node. Through this continuous update
process, the DT is kept closely aligned with the node’s real-world condition before

any control or management action is executed.

Predictive Feedback from the Digital Twin. Upon receiving the updated
state, the DT generates short-term predictions for key resource and network indi-
cators, including projected battery consumption, upcoming CPU load, and likely
latency evolution over the next interval. These prediction results are sent back to
the sensor node while also being made available to higher-level control and man-
agement logic. By using forecasted, forward-looking data instead of only real-time
measurements, the system enables anticipatory, proactive offloading decisions that

are better aligned with upcoming conditions.

Context Construction for Decision Making. The sensor node transmits its
current operational state, along with the DT prediction output, to a dedicated
prompt construction module. At the same time, the FedAvg layer provides global
learning metrics, such as indicators of convergence progress and update stability
while still preserving data privacy by not exposing any underlying raw samples.
In addition, a curated subset of high-reward historical ofloading examples, derived
from offline RL policies, is provided as a reference. The prompt construction mod-
ule integrates all of these inputs and composes them into a well-structured natural-
language prompt that captures the local runtime conditions, anticipated future be-

havior, and the overall status of the global learning process in a coherent summary.

LLM-Based Offloading Control. The composed prompt is passed to the LLM-

based decision controller, which, via in-context learning, determines an offloading
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action. Its output indicates whether the ongoing task should run on the local device
or be delegated to an edge server. Crucially, this decision process does not rely
on any form of online policy training; rather, the LLM directly reasons over the
supplied contextual signals and system state. This design enables the controller
to quickly adjust its decisions as system conditions evolve, such as fluctuations in

resource availability, network latency, or workload characteristics.

Execution and Feedback Loop. The sensor node promptly carries out the re-
ceived decision, adjusting its task queue and resource usage as needed. The results
of execution such as task completion latency and energy usage, are captured in the
node’s subsequent state updates. These state updates complete the control loop by
supplying fresh observations to the DT and the federated learning process, support-

ing continuous system adaptation.

Federated Learning Coordination. In parallel with executing their assigned
tasks, the sensor nodes periodically carry out local training of their models and
then send encrypted model updates to the federated aggregator. The aggregator
performs synchronous aggregation over all received updates to compute a new global
model and then distributes the refreshed parameters back to the participating nodes.
Although the specific learning algorithms and optimization details are presented in
a different section, the resulting convergence metrics such as loss trends or accuracy
improvements, are subsequently fed back into the control loop, where they serve as

contextual signals that guide decisions in the next decision epochs.

Sensor Node Digital Twin ‘ LLM Controller ‘D3QN Agent (offline)

Fed Aggregator

1. Send state info

2. Forecasts (E, A q)
3. Offline exemplars £

I
|

4. Prompt: DT + task + queue
L
i

5. Offloadi‘ng action a;
|

6. Send local update (0;, n;)

7. Global model Ogigbal
‘

Figure 5.1: System interaction sequence diagram.
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5.1.3 Simulation Backbone (SimPy Process Model)

The simulation environment is organized around asynchronous device processes.
Each IoT device is instantiated as a SimPy process that repeatedly executes the
following operations: (i) task arrival and queue update, (ii) device state update
(CPU load, battery level), (iii) network latency sampling, and (iv) decision execution
(local vs. offload). This process-level abstraction captures device heterogeneity and
decentralized timing, enabling realistic evaluation under varying loads and wireless

conditions.

5.1.4 Data Preprocessing and Battery Modeling

Sensor data are imported into a pandas DataFrame, including timestamps and phys-
ical measurements from the SDH dataset [93], together with virtual sensor values
generated by a Python code within predetermined ranges. Timestamps are con-
verted to date-time objects to ensure temporal alignment across all streams, which
is essential for time-dependent modeling (e.g., battery evolution and workload dy-
namics).

To emulate energy depletion under computation, synthetic training samples
are generated for a battery drain model. Time intervals are drawn uniformly
from [0.8,1.2] seconds and CPU load values are sampled from [0.2,0.8], reflecting
moderate operating regimes while avoiding excessive variability that could desta-
bilize downstream estimates. A linear battery drain model is then trained using
scikit-learn’s LinearRegression and is used during simulation to update each

node’s battery level at every step based on its current load and execution duration.

5.1.5 Network Latency Simulation

Wireless latency is modeled as a stochastic process [94] to reflect variability in chan-
nel conditions and background traffic. At each step, the baseline latency is sampled
from a Gaussian distribution with mean 30 ms and standard deviation 3 ms using
random.gauss (30, 3). To emulate sporadic congestion, an additional delay is in-

jected with probability 5%; when triggered, the extra delay is sampled uniformly
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from [5,10] ms via random.uniform(5,10) [20]. The resulting latency stream cap-
tures both typical operation and occasional congestion spikes, allowing offloading
decisions to be evaluated under dynamic network conditions.

Each IoT node is associated with a lightweight DT that maintains a continu-
ously updated virtual representation of its operational state. At each simulation
step, nodes provide the DT with key telemetry, including current battery level,
instantaneous CPU load, and observed wireless latency. Based on these signals,
the DT produces short-horizon forecasts that are computationally inexpensive yet
informative for proactive control.

In particular, the DT estimates expected battery drain using the trained linear
regression battery model, conditioned on the node’s current load and the upcoming
execution interval. In parallel, it computes a smoothed estimate of CPU demand
using a moving average over recent load samples stored in a deque. These predicted
quantities form near-term indicators of resource stress (e.g., impending battery drop
or sustained high CPU), enabling the control layer to reason beyond instantaneous
measurements. The DT then returns these forecasts to the node (and to the prompt

engine), establishing a bidirectional interaction that supports proactive offloading.

5.1.6 Simulation Configuration

All experiments are conducted within a controlled simulation environment, allowing
strict regulation of evaluation conditions and ensuring reproducibility of results.
Unless otherwise specified, each experiment consists of 350 independent episodes,
with every episode unfolding over 35 discrete time steps. At each time step, all
virtual IoT devices independently update their operational state and perform task
scheduling decisions. This design emulates the asynchronous and distributed nature
of real-world IoT systems, where devices operate autonomously while interacting
within a shared environment.

In each episode, the simulated network comprises 5 heterogeneous sensor nodes,
representing resource-constrained IoT devices with varying battery reserves, compu-
tational loads, and network conditions. This configuration strikes a balance between

realism and computational efficiency while preserving inter-device interaction and
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overall system dynamics. The number of nodes remains fixed across all experiments
to ensure that observed performance variations stem from differences in decision-
making strategies and predictive mechanisms rather than scalability effects.

Upon completion of every episode, a set of performance indicators is recorded for
evaluation and comparison. These metrics include the mean residual battery level
across all devices, the total number of offloading operations performed during the
episode, and controller-specific statistics such as the distribution of selected actions
and the temporal consistency of decisions. Collectively, these measures provide a
comprehensive view of energy consumption behavior, workload allocation patterns,
and the adaptive stability of the framework under time-varying and uncertain op-

erating conditions.

5.2 Digital Twin Modeling

5.2.1 Digital Twin Modeling and Predictive Intelligence

In the proposed framework, each IoT device is associated with a lightweight, data-
driven DT that maintains a continuously updated virtual representation of the de-
vice’s operational state. Unlike high-fidelity or physics-based DT, which are compu-
tationally intensive and unsuitable for large-scale IoT deployments, the DT adopted
in this thesis is intentionally designed as a compact ML model. This design choice
ensures low computational overhead, fast update cycles, and practical deployability
in resource-constrained loT environments.

The DT stays aligned with its physical device by periodically gathering run-
time telemetry such as battery status, instantaneous and average CPU load, mea-
sured wireless latency, local task queue length, and selected learning-related met-
rics. These data are combined and normalized into a compact state description
that reflects both the device’s current operating state and its recent activity. By
transforming raw sensor and system readings into organized state variables, the DT
offers a stable, interpretable layer between low-level measurements and higher-level
decision processes.

At the core of the DT is a lightweight predictive modeling unit based on lin-

61



5.2. Digital Twin Modeling

ear regression. Synthetic and historical operational data are leveraged to train re-
gression models that forecast short-term resource behavior, in particular battery
consumption as a function of CPU load and execution duration. Linear regression
is intentionally chosen for its low computational cost, transparency, and reliability
when only limited data are available. This enables each DT instance to be trained
quickly and updated incrementally, without incurring substantial computation or
memory overhead on the device or at the edge.

Beyond battery prediction, the DT also keeps short-term estimates of CPU load
trends via SMA, and it represents wireless latency as a stochastic process using
statistically generated samples. Together, these elements create an integrated ML-
based DT that reflects key temporal behaviors of the device without relying on
complex deep learning or simulation-intensive models. This yields a predictive model
that is expressive enough to enable proactive decisions, yet lightweight enough to
be deployed across large-scale IoT networks.

The DT’s predictive outputs allow the system to foresee short-term resource
limitations, including impending battery drain, CPU overload, or rising network
latency. These predictions are shared with both the local control logic and the cen-
tralized LLM-based offloading module. Instead of responding only after performance
has degraded, the system uses DT forecasts to reason about future conditions and
proactively adapt its task execution strategies.

To integrate smoothly with the LLM controller, DT predictions are represented
as structured, semantically rich summaries that capture both current observations
and near-term forecasts. By conveying predictive data in this compact, interpretable
format, the DT enables the LLM to decide on offloading actions based on projected
system dynamics, without the need for explicit retraining or intricate policy opti-
mization.

Overall, within this framework, the DT acts as a lightweight, ML-based prediction
layer that improves situational awareness and enables foresight-driven computation
offloading. Using linear regression and basic statistical estimators, the DT strikes
a practical compromise between predictive accuracy, interpretability, and compu-

tational cost. This design is essential for achieving scalable, energy-efficient, and
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Figure 5.2: Digital Twin for proactive offloading.

proactive task offloading in federated IoT systems, where resource limitations and

rapidly changing conditions are commonplace [95].

5.3 Federated Multi-Agent Reinforcement Learn-

ing

The framework integrates Federated MARL as a distributed learning backend that
enables adaptive computation offloading while keeping data local. Each IoT node
acts as an independent learning agent, training locally on its own data streams, which
include both physical sensor measurements and virtual sensor features produced in
the simulation environment. Raw data remain on the device at all times, protecting
privacy and lowering communication costs.

Local training is executed independently on each node for a fixed number of
epochs in every federated round. After finishing the local training, each node sends
only its updated model parameters to a federated aggregation server located at the
edge. This server performs synchronous model aggregation using the FedAvg algo-
rithm and then distributes the resulting global model to all participating nodes. The
global model initializes the subsequent local training phase, maintaining consistent
learning dynamics across heterogeneous devices with non-1ID data.

In the proposed system, the FL loop goes beyond simply improving the model
accuracy. It also generates runtime learning metrics that characterize the overall
training state, including convergence progress, loss trends, and the stability of up-

dates across nodes. These metrics are collected in each round of aggregation and are
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provided as structured signals to the decision-support pipeline. This makes learn-
ing dynamics visible as system variables instead of remaining hidden background
processes.

Federated MARL does not make offloading decisions directly during the execu-
tion of online tasks. Rather, it runs offline and asynchronously relative to the execu-
tion of tasks. During training, federated MARL identifies high-reward state—action
trajectories, stores them as exemplar cases, and then leverages these exemplars as
references at runtime when decisions must be made. Furthermore, FL convergence
indicators are fed into the prompt generation module so that the online decision-
making logic can explicitly consider the current training and convergence status of
the distributed network when selecting actions.

Algorithm 1 specifies the offline federated MARL procedure employed to obtain
shared representation models and prototypical decision exemplars. The process
advances in synchronized federated rounds, in which each IoT node carries out local
MARL training for a predetermined number of epochs and transmits only its model
parameters to the central aggregation server.

The aggregator uses FedAvg weighted to build a global model, maintaining con-
sistent parameter alignment across various nodes. During model updates, each node
records high-reward state—action transitions observed during local training. These
transitions are then filtered and stored as compact exemplars that capture effective
offloading strategies under varying operating conditions.

The resulting global model parameters and exemplar set are exported as static
artifacts rather than deployed as online control policies. They function as reference
knowledge for downstream decision components, allowing lightweight integration
with predictive and reasoning-based modules without incurring extra reinforcement

learning training overhead.

5.4 Explainability Layer

To enable post-hoc interpretability of offloading decisions, the framework uses gradient-
based saliency analysis on the D3QN’s learned value function. In the dueling archi-

tecture, the action-value is split into a state-value stream and an advantage stream,
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Algorithm 1 Federated MARL Training

Require: Set of IoT devices N, local datasets {D;}, number of FL rounds R
Ensure: Global model w, offline exemplar set £
1: Initialize global model w(®)
2: forr=1to R do
3 for all devices i € N in parallel do
Train local MARL model on D; for E epochs
Extract high-reward state—action samples

4

)

6 Send local model parameters WZ(T) to aggregator

T end for

8 Aggregate updates via FedAvg to obtain w(")

9 Broadcast w(") to all devices
10: Record convergence indicators (loss, stability)
11: end for
12: Store selected high-reward samples in exemplar set £
13: Expose £ and FL convergence signals to runtime prompt engine

allowing the model to independently represent the overall quality of a system state
and the relative effect of different actions. Saliency analysis is then applied to the
final action-value corresponding to the chosen action, providing feature-level attri-
bution without altering the network architecture.

At each decision step, the gradients of the chosen action-value are computed
considering the input state features. The absolute values of these gradients capture
how sensitive the action valuation is to small changes in individual state variables.
In particular, saliency is obtained from the local sensitivity of the action-value out-
put to the normalized state input, giving a first-order estimate of how much each
characteristic influences the decision at that step. These saliency values are then
normalized and recorded for later offline analysis, offering a quantitative explanation
of which system factors had the greatest impact on a specific offload decision.

In the considered IoT scenario, saliency scores make it possible to pinpoint the
main factors driving decisions between local execution and offloading for example,
low battery levels, high CPU load, or increased network latency. Because the dueling
architecture explicitly distinguishes overall state value from action-specific advan-
tages, the resulting saliency profiles remain more consistent in states where several
actions have comparable expected returns, thereby enhancing interpretability in
ambiguous situations.

From an implementation perspective, saliency is computed only during offline
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analysis and never during live control. While this requires extra computation for
gradient evaluation, the added cost is minor compared to retraining the policy or
using separate explainability models. Nonetheless, the method is fundamentally
local and instantaneous: it indicates feature relevance at a single decision point and
does not account for temporal relationships or delayed effects along state trajectories.

Despite these constraints, gradient-based saliency remains a practical and lightweight
explainability tool for D3QN-based offloading policies, allowing systematic inspec-
tion of learned behavior and enhancing transparency in autonomous resource man-
agement decisions.

Table 5.1 presents the semantic meaning of high saliency values for each state
feature considered in the gradient-based explainability analysis. By linking indi-
vidual input dimensions to their functional role, the table clarifies how the deci-
sion model ranks different system aspects when choosing offloading actions. High
saliency values imply that small changes in the associated feature substantially affect
the estimated action value, indicating whether decisions are mainly influenced by
energy limitations, processing demand, communication quality, or short-term work-
load dynamics. This feature-level perspective facilitates post-hoc evaluation of the
controller’s behavior and helps confirm that the learned policies remain consistent

with the intended, domain-specific design goals.
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Table 5.1: State features and their interpretation in gradient-based saliency analysis.

State Feature Interpretation of High Saliency

Battery level (b) Decision is primarily driven by energy preservation;
high influence typically correlates with offloading un-
der low battery conditions.

Instantaneous ~ CPU Indicates computational saturation, high saliency

load (c) suggests avoidance of local execution due to process-
ing bottlenecks.

Network latency (¢) Reflects communication constraints, high saliency
implies sensitivity to delay, often discouraging of-
floading under congestion.

Average CPU load (¢) Captures short-term workload trends, elevated
saliency indicates anticipation of sustained compu-

tation pressure rather than transient spikes.

5.5 LLM-Assisted Decision Intelligence

Adaptive computation offloading in resource-limited IoT systems is fundamentally
a sequential decision problem under uncertainty. At each decision point, a node
must decide between processing tasks locally or offloading them to the edge, while
considering time-varying energy levels, computational demand, and network state.
In the proposed framework, this decision-making is realized as a closed-loop control
scheme that closely couples predictive models, collaborative learning feedback, and
execution management.

At runtime, the decision controller is provided with a structured snapshot of the
system context, which includes: (i) the node’s current operating state, (ii) short-term
predictions produced by the DT, such as estimated battery depletion and smoothed
CPU utilization, (iii) measured or forecast wireless latency, and (iv) optional learn-
ing metrics from the FL procedure, such as convergence stability or loss evolution.
Using this contextual information, the controller issues a binary decision (local or

offload), which is immediately applied by the node.
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This design explicitly integrates prediction (DT), learning coordination (FL), and
execution control (offloading) into a single decision loop. In contrast to traditional
offloading schemes that depend on instantaneous measurements or fixed pre-trained
policies, the proposed method supports proactive, context-aware choices that fore-
cast imminent resource limitations instead of merely reacting once performance has

already deteriorated.

LLM-Driven Offloading Decision-Making

Conventional RL and MARL methods are widely used for computation offloading in
IoT systems. Although they work well in stationary or moderately dynamic scenar-
ios, they encounter practical challenges in large-scale, heterogeneous environments.
In particular, they demand extensive environment interaction for training, careful
hyperparameter tuning, and repeated retraining as system conditions evolve. These
factors incur significant computational overhead and reduce responsiveness under
rapidly changing workloads and network conditions. To overcome these constraints,
the proposed framework replaces online policy learning with an inference-driven de-
cision mechanism based on a LLM. Rather than learning an explicit control policy
through exploration, the LLM infers offloading actions directly from structured con-
textual inputs using in-context reasoning. This shifts the decision-making paradigm
from training-intensive optimization to prompt-driven inference.

At each decision point, DT modules linked to individual nodes produce short-
term forecasts of key system metrics, such as projected battery level, CPU load,
queue dynamics, and wireless delay. These predictions are fused with the node’s
current state and global learning signals derived from the federated aggregation
step. The combined information is then encoded into a structured prompt that
captures both the current operating state and the anticipated near-future system
behavior.

To further stabilize and steer decision-making, the prompt can include a small set
of representative offloading examples obtained from offline-trained MARL policies.
These examples encode high-reward decision patterns observed under comparable

system conditions and act as reference points that ground the LLM’s reasoning.
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Notably, this transfer of knowledge is achieved without any need for online policy
execution or gradient-based updates.

Once the prompt is formed, it is sent to a pretrained LLM, which produces an
offloading decision via semantic reasoning over the given context. Since inference oc-
curs in a single forward pass, the decision latency is bounded and does not depend on
the size of the environment or the dimensionality of the action space. Consequently,
this method is well suited for use in latency-critical loT deployments. From an engi-
neering standpoint, the LLM-based controller offers several benefits compared with
conventional MARL agents. First, it removes the need for online training and re-
training, substantially lowering computational overhead. Second, it generalizes more
robustly to unseen operating conditions by reasoning over contextual descriptions
instead of relying on fixed state—action mappings. Third, incorporating DT forecasts
supports proactive decisions that anticipate upcoming resource pressure, enhancing
both energy efficiency and quality of service. Finally, FL indicators supply a form of
global situational awareness, helping ensure that local offloading choices remain con-
sistent with system-wide learning objectives. Overall, the proposed LLM-assisted
decision intelligence layer integrates predictive modeling, distributed learning, and
control of execution into a single inference-centric pipeline. By fusing DT-driven
forecasting, federated coordination cues, and distilled MARL expertise, the frame-
work enables energy-aware, latency-sensitive offloading while significantly reducing
operational complexity compared to traditional RL-based approaches.

To make the LLM-based decision-making process explicit and reproducible, we
formally specify the structure of the contextual prompt. Table 5.2 outlines the in-
dividual elements that make up the prompt and explains the functional role of each
source of information in the transfer decision. By distinguishing between instan-
taneous device state, DT-driven short-term predictions, FL indicators, and offline
MARL examples, the prompt design provides the LLM with a compact yet compre-
hensive view of both local constraints and the global system context.

Figure 5.3 illustrates the corresponding prompt composition workflow. Multiple
heterogeneous signals originating from the DT, sensor node state, federated ag-

gregation process, and the offline reinforcement learning knowledge base—are first
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Table 5.2: Structure of the LLM prompt and role of each contextual component.

Prompt Compo-
nent

Source

Role in Decision-Making

Current device

state

Sensor node

Encodes instantaneous constraints such as bat-
tery level, CPU load, and queue occupancy.

DT-predicted re-
source trends

Digital Twin

Provides short-term forecasts of battery drain,
CPU saturation, and latency, enabling proactive
rather than reactive offloading.

Network condition
summary

DT / monitoring

Captures expected communication cost and con-
gestion likelihood, influencing offload feasibility.

FL indicators

FL aggregator

Reflects global model convergence and training
stability, discouraging actions that disrupt col-
laborative learning.

Offline MARL ex- RL knowledge Supplies reference offloading cases with high re-
emplars base ward under similar conditions, guiding inference
via few-shot context.
DT Forecasts ——
Node State ———>
Context Prompt / )
Fusion Builder LLM Offioad / Local

FL Metrics ——>

MARL Examples ——»

Figure 5.3: LLM-assisted offloading decision flow.

consolidated by a dedicated prompt builder before being passed to the LLM con-

troller. This design enforces a clear separation between data acquisition, context

synthesis, and decision inference, thereby avoiding direct coupling between learn-

ing components and execution logic. As a result, offloading decisions emerge from

structured reasoning over predictive and historical context rather than from ad hoc

rule-based heuristics or online policy training.

The next chapter presents the experimental setup and evaluation framework used

to validate the proposed approach. It describes the simulation environment, system

configurations, evaluation metrics, and test scenarios designed to systematically

assess performance, robustness under diverse operating conditions.
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Chapter 6

Simulation Setup and Evaluation

This chapter describes the experimental setup designed to evaluate the proposed
XDT-FMARL framework. The evaluation pursues three main goals: (i) verify-
ing the system’s ability to operate efficiently under heterogeneous IoT conditions,
(ii) measuring performance gains relative to standard offloading baselines, and (iii)
examining the robustness, scalability, and interpretability of the proposed decision-
making pipeline.

Given the inherently dynamic and distributed nature of IoT ecosystems, the
experimental approach is structured to emulate realistic device diversity, random
network conditions, time-critical workloads, and operation under limited resources.
A discrete-event simulation framework is used to preserve detailed control over sys-
tem parameters while still capturing the asynchronous behavior characteristic of
real-world deployments.

The evaluation framework combines three closely linked elements: FL for joint
model training without exposing raw data, predictive DTs for near-term resource
prediction, and LLM-driven reasoning for dynamic task offloading. Instead of exam-
ining these components separately, this chapter evaluates their combined influence
on energy consumption, latency, decision accuracy, and overall system robustness.

The remainder of this chapter is structured as follows:

e Section 6.1 outlines the setup of the simulation environment, detailing the
[oT device model, the workload generation method, the network latency be-

havior, DT synchronization, FL coordination and the LLM-assisted offloading
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pipeline.

e Section 6.2 specifies the evaluation metrics used to quantify system perfor-
mance, covering energy retention, task latency, offloading patterns, learning

stability, and explainability measures.

e Section 6.3 outlines the operational scenarios used to assess the framework
under different conditions, such as changes in network stability, workload in-

tensity, device heterogeneity, and LLM decision contexts.

Table 6.1 summarizes the roles and implementation details of each module within
the proposed pipeline, clarifying how data flows between system components during
runtime decision execution.

Through systematic experiments in controlled settings, this chapter provides
empirical support that the proposed framework can deliver proactive, energy-aware,

and globally consistent task scheduling in heterogeneous IoT environments.

6.1 Simulation Design

The simulation environment is implemented in Python using a Jupyter Notebook
framework, with discrete-event modeling conducted through the SimPy library. SimPy
enables precise representation of asynchronous processes and distributed time evo-
lution, which are essential characteristics of real-world IoT deployments. Each IoT
device and edge server is instantiated as an independent SimPy process operating
under its own logical timeline. This design allows the simulation to capture decen-
tralized execution, heterogeneous processing delays, fluctuating workloads, and in-
dependent control decisions without imposing artificial synchronization constraints.
The simulated topology consists of N = 12 heterogeneous [oT devices and K = 2
edge servers. The IoT devices are characterized by limited computational capacity,
finite battery reserves, and time-varying wireless connectivity. Edge servers serve
a dual role as computational offloading endpoints and federated aggregation nodes.
This topology reflects practical edge-assisted IoT infrastructures in which devices
must dynamically decide whether to execute tasks locally or delegate computation

to nearby edge resources.
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Table 6.1: Pipeline components and their roles within the XDT-FMARL workflow.

Component Inputs Outputs Role in Implementation
Framework Details
IoT Devices state, task execution logs, Execute tasks SimPy-based
descriptors local updates locally or of- node processes

Digital Twin

Federated
Learning

Prompt
Builder

LLM
Controller

historical device
telemetry

local model
updates

DT forecasts,
FL convergence
metrics, node
state

structured
prompt

short-term
resource
forecasts

global
aggregated
model

structured
prompt
representation

offloading
decision
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fload them to
edge resources
while continu-
ously reporting
runtime device
status.

Predict near-
future vari-
ations in
battery level,
CPU uti-
lization, and
communica-

tion latency to
enable proac-
tive scheduling
decisions.

Coordinate
privacy-
preserving
distributed
training across
heterogeneous
IoT nodes
without trans-
mitting
sensor data.

raw

Fuse predictive
and collabora-
tive  learning
signals into
structured
contextual
inputs for the
LLM
troller.

con-

Determine

whether tasks
should be ex-
ecuted locally
or offloaded
based on pre-
dicted resource
availability

and system
objectives.

with  analyt-
ical energy
consumption
modeling.

Regression-
based predic-
tion combined
with moving-
average
smoothing.

FedAvg aggre-
gation with
convergence
monitoring
statistics.

Template-
driven prompt
construction
with exemplar-
based format-
ting.

Inference-only
execution with
temperature
= 0 for de-
terministic
responses.
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6.1.1 Task and Workload Modeling

Each IoT device periodically generates computational tasks designed to emulate re-
alistic IoT workloads. Task input sizes are sampled within the range of 64 KB to
512 KB, while computational requirements vary between 0.5 and 3.0 GFLOPs. Task
deadlines are drawn from the interval [150,400] ms, modeling latency-sensitive ap-
plications such as industrial monitoring, vehicular telemetry, and healthcare sensing.

This workload configuration ensures diversity in computational intensity and
temporal urgency, thereby enabling evaluation of offloading strategies under het-
erogeneous real-time constraints. The stochastic task generation process ensures
that the system operates under continuously varying demand, reflecting realistic

operational volatility.

6.1.2 Data Handling and Battery Modeling

All sensor readings, task-related information, and time-stamped records are initially
aggregated into a structured Pandas DataFrame, which serves as a unified container
for enforcing chronological consistency across the entire simulation horizon. All
timestamp fields are converted into standardized datetime objects, allowing accu-
rate temporal alignment among sensing events, task creation, execution windows,
and energy state updates. Maintaining this level of temporal coherence is crucial
not only for faithfully representing the evolving battery dynamics, but also for pre-
serving tight synchronization between the simulated physical processes and their
corresponding digital representations throughout the experiment.

Energy usage is estimated with a lightweight, regression-based method imple-
mented using the scikit-learn library. To reflect realistic deployment scenarios,
we create synthetic training data by sampling CPU utilization levels and execution
times over controlled intervals that resemble common IoT workload patterns. This
dataset is then used to fit a linear regression model that learns how computational
load and processing duration jointly influence the resulting battery consumption,
enabling us to approximate device energy drain under varying operating conditions.

During simulation, the trained regression model continuously estimates energy

usage at every time step based on the device’s instantaneous CPU load and the du-

74



6.1. Simulation Design

ration of the tasks being executed. The resulting energy drain estimate is deducted
from the current battery charge, enabling ongoing monitoring of how the battery
depletes over time. In parallel, communication-induced energy expenditures are in-
corporated into this update, so that both on-device computation and remote offload-
ing overheads are captured in a unified manner. This combined treatment ensures
that battery dynamics unfold in a realistic way throughout the simulation horizon,
supporting a more reliable assessment and comparison of energy-aware offloading

strategies when the system is subjected to prolonged and intensive workloads.

6.1.3 Network Dynamics and Communication Modeling

Wireless communication latency is modeled as a stochastic process to capture the
time-varying and uncertain behavior of practical loT networks. At every simulation
step, the nominal latency value is drawn from a Gaussian distribution with a mean of
30ms and a standard deviation of 3ms. This setup is intended to emulate moderate
network conditions that are common in edge-assisted IoT scenarios, in which latency
remains centered around a relatively stable average while naturally fluctuating due
to varying channel quality, interference, and background traffic load.

To better reflect short-lived congestion conditions, we incorporate an additional
delay term in a probabilistic manner. Specifically, with a small probability of 5%, we
add an extra latency component, drawn from a uniform distribution over [5, 10] ms,
on top of the baseline delay. This stochastic extension is intended to emulate oc-
casional congestion spikes, interference effects, or brief routing anomalies that are
commonly observed in real-world wireless networks and can momentarily degrade
performance.

At each simulation step, the overall latency is calculated as the sum of two terms:
a Gaussian-distributed baseline delay and an additional congestion-dependent de-
lay. This mixed stochastic design enables the simulator to capture both typical,
steady-state communication patterns and sporadic slowdowns. By introducing con-
trolled randomness together with infrequent but significant congestion events, the
model produces delay trajectories that are realistic and diverse enough to rigor-

ously exercise adaptive offloading strategies, yet remain statistically consistent and

75



6.1. Simulation Design

reproducible across multiple experimental runs.

6.1.4 Digital Twin Synchronization and Forecasting

Within the proposed framework, every IoT node hosts a lightweight D'T instance that
serves as a live virtual representation of the corresponding physical device. This DT
is realized as a continuously executing simulation module that, at each simulation
step, exchanges state information with its physical counterpart to remain closely
synchronized. As part of this synchronization cycle, the DT collects and updates key
operational metrics, such as the current remaining battery charge, the instantaneous
processor (CPU) load, the wireless communication latency experienced, and the
length of the local queue of pending tasks waiting to be processed.

DT integrates continuous monitoring with short-term forecasting. Battery be-
havior is estimated by the previously trained linear regression model, which projects
near-future energy consumption from the current CPU load together with the an-
ticipated execution duration. Concurrently, CPU utilization is smoothed using a
moving-window average, implemented via a deque-based structure, producing a
more stable estimate of the imminent computational workload. In parallel, net-
work latency values are sampled from the previously defined stochastic model, and
their short-range dynamics are also incorporated into the predictive state of DT.
In this way, the DT jointly captures and updates both computational demand and
communication conditions, so that its internal representation remains aligned with
the evolving system behavior.

By integrating regression-based battery prediction with workload leveling and
latency prediction, the DT generates short-horizon estimates of both resource avail-
ability and communication quality. These estimates capture projected battery dis-
charge patterns, possible CPU overload situations, and likely fluctuations in latency
for the upcoming decision interval. The resulting forecasted indicators are sub-
sequently communicated back to the associated IoT node, thereby maintaining a
two-way exchange of information between the physical device and its virtual coun-
terpart.

Beyond simple monitoring, the DT functions as an abstraction layer between
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low-level telemetry data and the higher-level offloading controller. Instead of for-
warding only raw instantaneous measurements, it generates structured predictive
summaries that are directly integrated into the LLM-based decision prompts. This
architecture allows the controller to reason about both the current operational state
and the likely evolution of system dynamics over a future horizon. Consequently, of-
floading decisions can be made proactively rather than reactively to recent changes,
which in turn enhances energy efficiency, mitigates latency-related risks, and helps to
maintain stable learning performance even when workloads and network conditions

are highly variable or congested.

6.1.5 Federated Learning Coordination

To support collaborative intelligence without compromising data locality, the frame-
work uses an FL-based synchronization scheme that runs in parallel with DT-driven
forecasting and LLM-powered decision control. Each IoT node hosts a compact local
ML model that is trained solely on its own physical and virtual sensor data streams.
By adopting this decentralized learning approach, raw sensor readings never leave
the device, which safeguards privacy, reduces bandwidth consumption, and lowers
communication overhead during model coordination.

In each federated round, devices conduct local training for a fixed number of
epochs on their own private data. The local models are typically linear predictors or
shallow neural networks, chosen to remain computationally practical for resource-
limited IoT devices. After local training finishes, only the model parameters (or
gradients) are sent to an edge-level federated aggregator. No raw sensor data or
task-specific information is shared.

The aggregator executes synchronous FedAvg, merging the uploaded local model
parameters into a single global model, where the contribution of each device is
weighted by the proportion of data it provides. This updated global model is then
distributed to all participating nodes and used to initialize their next round of local
training. By repeatedly performing these synchronization rounds, the global model
gradually becomes more accurate and resilient, even in the presence of heterogeneous

devices and non-IID data distributions across clients.
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Beyond improving predictive accuracy, the FL process exposes system-wide con-
vergence patterns that enhance adaptive offloading decisions. Metrics such as the
progression of the loss, the stability of convergence, and the consistency of model
updates are derived from the federated training rounds and fed into the contextual
information available to the decision controller. As a result, devices no longer base
their actions only on momentary local resource conditions, but they also coordinate
their choices with the broader learning behavior and trends observed across the
entire network.

This synchronization mechanism builds a coordinated learning layer that en-
hances and supports the DT’s short-term predictions. The DT offers fine-grained,
localized forecasts of how resources will evolve, while FL delivers system-wide knowl-
edge aggregation and convergence feedback across all devices. By operating together,
these layers guide offloading decisions so they account for both local resource lim-
itations and global learning goals, thereby sustaining scalability, strengthening ro-

bustness, and preserving privacy throughout the distributed IoT environment.

6.1.6 LLM-Assisted Offloading Execution

The proposed framework adopts an LLM as the central runtime decision engine for
adaptive task offloading within the federated IoT environment. The LLM operates
through structured in-context reasoning. This eliminates the need for explicit pol-
icy optimization while preserving adaptability across heterogeneous and dynamically
changing network states. The LLM inference layer runs within the Ollama runtime
in CPU mode, using a locally hosted 11ama3 model instance. This setup supports
controlled experimentation without external API dependencies and provides consis-
tent, reproducible latency measurements.

At each decision point, the LLM is provided with a structured description of
the operating conditions of the device, covering the current status of the resource,
the short-term predictions of DT, the measured or estimated communication delays,
and the selected metrics of the FL synchronization phase. Instead of using a fixed,
pre-trained control policy, the LLM applies prompt-based inference to these contex-

tual data to decide whether the arriving task should be processed on the device or
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Table 6.2: LLM prompt signals, decision roles, and inference latency.

Prompt Signal / Type / Source Purpose in Offloading Decision

Field Units

Predicted battery % (0-100) DT forecast Guides offloading when energy reserves are

level (bpred) low; prevents critical battery drain under
sustained workloads.

Predicted CPU fraction DT forecast Helps LLM anticipate processing satura-

utilization (Cpred) (0-1) tion; avoids assigning local tasks when com-
pute load exceeds thresholds.

Predicted network  ms DT forecast Enables proactive redirection of tasks when

latency (€pred) wireless congestion is likely.

Predicted queue tasks / slots DT forecast Indicates backlog; promotes offloading when

occupancy (Gpred) local queues risk violating deadlines.

FL global loss relative error  Federated ag- Signals whether the global model is stabiliz-

delta (ALpy) gregator ing or diverging; helps maintain consistent
learning performance.

FL accuracy delta % improve- Federated ag- Encourages balanced offloading when con-

(AApr) ment gregator vergence slows; prioritizes devices con-
tributing novel data.

Exemplar scenarios structured MARL offline Provides high-reward reference policies for

&) list cache states similar to the current one; reduces

uncertainty in novel conditions.

LLM Inference Latency (Ollama 1lama3, CPU mode, N=12, K=2):

Mean decision la- ~178 ms per prompt, measured over 60 epochs.

tency

95th percentile ~262 ms, corresponding to larger prompt contexts (more exemplars).
latency

Prompt token ~680 tokens (a1.2 kB), constant-time cached MARL lookups.

count (avg.)

offloaded to a suitable edge server. Table 6.2 details the structured prompt signals,
their origin within the XDT-FMARL pipeline, and their functional role in the of-
fload decision process, together with the measured inference characteristics under
the deployed configuration.

This reasoning strategy makes it possible to fuse diverse types of input into a
single, coherent decision-making pipeline. The LLM silently weighs the trade-offs
between energy conservation, computational workload distribution, and communi-
cation latency, and does so without relying on gradient-based online learning or
constant parameter updates. As the number of devices, wireless channel conditions,
and task loads change over time, the decision process remains robust and consis-
tent because it is grounded in real-time contextual information rather than in static
policies tuned to a specific, fixed operating environment.

By integrating DT-based predictive awareness with FL-generated global learning
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signals, the offloading procedure evolves from a solely reactive scheduling scheme into
a forward-looking, context-sensitive control paradigm. In this architecture, the LLM
functions as an adaptive coordination layer, fusing localized resource predictions
with system-wide intelligence to drive real-time execution choices. The following
subsection provides an expanded discussion of the technical underpinnings of this
approach, including prompt engineering strategies, methods for structured context
representation, techniques for embedding convergence-related feedback, and the use

of offline MARL-based exemplars to refine decision quality and robustness.

6.1.7 Node Execution Flow

In the proposed SimPy-based simulation [96] environment, every IoT device is mod-
eled as an independent process, capturing the asynchronous, distributed, and event-
driven nature of real IoT deployments. This process-based design enables nodes to
function autonomously while interacting with shared components such as the DT,
the FL aggregator, and the LLM-driven offloading controller.

At each simulation step, every node refreshes its operational state using three
main procedures: CPU load sampling and smoothing, battery drain estimation, and
stochastic network latency generation. CPU usage is measured and averaged over a
short moving window to capture brief workload variations while retaining short-term
trends. Battery consumption is then inferred with the lightweight regression-based
energy model, which incorporates both computational intensity and execution time.
Simultaneously, wireless latency is produced using the previously defined stochastic
network model, allowing the simulation to reflect typical communication conditions
as well as sporadic congestion events.

These updates together specify the node’s state representation, comprising its
residual battery charge, current CPU usage, estimated network latency, and short-
term average load. This state is stored locally and provides the foundation for both
prediction and decision-making.

After revising its internal state, the node aligns with its linked DT module.
The DT generates short-term predictions of resource dynamics, such as expected

battery consumption and upcoming CPU usage patterns. These forecasts expand
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the node’s view beyond real-time readings and support anticipatory control. At the
same time, convergence metrics and synchronization data from the FL process add
global context that captures the overall learning progress across the network.

All relevant contextual information is compiled into a structured runtime prompt
and passed to the LLM-based controller. Using this comprehensive state description,
the LLM analyzes current conditions such as workload, latency requirements, and
resource availability and then issues an offloading directive, selecting local processing
on the node or remote execution at the edge. Upon receiving this directive, the
node immediately enforces it by reorganizing its task queue, reallocating compute
and memory resources, and updating its energy usage tracking to reflect the new
execution strategy.

Through this closed feedback loop linking local state updates, DT-based predic-
tion, FL-level coordination, and LLM-supported reasoning, each sensor node func-
tions as a fully self-contained adaptive control entity. In this architecture, task
scheduling decisions are governed not only by instantaneous system metrics, such as
current workload, latency, and energy availability, but also by predicted resource tra-
jectories and overarching global learning goals. As a result, the simulation faithfully
represents the coupled evolution of computation, communication, and distributed
intelligence across diverse [oT devices and network conditions, providing a robust
and systematic basis for analyzing, comparing, and rigorously evaluating adaptive

task offloading policies.

6.2 Evaluation Metrics

To evaluate the performance of the proposed framework, we introduce a set of quan-
titative metrics that reflect system efficiency, responsiveness, learning stability, and
consistency of decisions. All reported metrics are computed per episode and aver-
aged over multiple independent runs. Table 6.3 summarizes the quantitative metrics
employed to evaluate system efficiency, responsiveness, learning stability, and deci-

sion alignment across all experimental scenarios.

81



6.2. Evaluation Metrics

6.2.1 Latency and Responsiveness

Average Latency (ms) denotes the mean time to complete tasks across all devices
in an episode. This metric captures how responsive the offloading strategy is under
different workload and network conditions.

Deadline Violation Rate is the fraction of tasks that fail to meet their latency
constraint relative to all processed tasks. It measures how effectively the controller

fulfills real-time requirements.

6.2.2 Energy Efficiency and Stability

Energy Consumption (J) denotes the total battery usage over an episode, ac-
counting for both on-device computation and communication overhead.

Mean Residual Battery Level (%) denotes the average remaining battery
charge of all devices at the conclusion of each episode.

Battery Stability Index is defined as the standard deviation of the batteries’
final charge levels over all episodes. This measure captures how consistently energy
is preserved over time and assesses whether the policy sustains stable long-term

behavior instead of exhibiting fluctuating consumption.

6.2.3 Offloading Behavior and Adaptivity

Offload Ratio represents the share of tasks processed at the edge compared to the
overall number of tasks.

Offload Responsiveness quantifies how the offload ratio shifts between light
and heavy workload conditions. This metric assesses whether the controller dynam-
ically adjusts its scheduling strategy in reaction to changing environmental condi-

tions.

6.2.4 Learning and Convergence Behavior

Convergence Episode Index denotes the episode beyond which performance met-
rics (battery level and offload count) remain stable within a specified tolerance range.

This measure characterizes how efficiently and how quickly the system converges.
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Decision-Match Accuracy (%) evaluates how often LLM-produced actions
coincide with those of the trained D3QN expert policy under the same system states,
quantifying the consistency between in-context reasoning and reinforcement learn-
ing-based expertise.

Federated Convergence Stability tracks relative variations in global loss and
accuracy over federated rounds, evaluating the consistency of collaborative learning

under non-I1D data distributions.

6.2.5 Interpretability Assessment

Saliency Dominance Score measures the share of decisions where key state vari-
ables (battery level, CPU load, or latency) are included among the highest gradient
magnitudes. This metric checks whether the model’s decision rationale matches

expected system priorities, thereby supporting interpretability.

6.3 Test Scenarios

6.3.1 Baseline Strategy Comparison

To establish a controlled reference for evaluating adaptive offloading methods, we
implement two deterministic scheduling schemes as baseline configurations: (i) Naive
Offload and (ii) Pure Local Processing. These baselines reflect opposing extremes
of task assignment behavior and help isolate the effect of adaptive decision-making

in the proposed framework.

Naive Offload Strategy

In the naive offload setup, each device forwards all incoming tasks to the edge
server, ignoring factors such as local battery status, CPU load, network delay, or
current workload. This approach presumes that remote execution is always better
and eliminates any context-aware decision-making.

As a result, tasks are offloaded at every decision point, leading to a rigid and
fully deterministic offloading pattern. Although this removes any local computa-

tional load, it causes ongoing communication and overlooks possible transmission
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Table 6.3: Summary of evaluation metrics used for performance assessment.

Metric Unit Description Objective
Average Latency ms Mean task completion delay  Minimize
per episode.
Deadline Violation  Ratio (0-1) Fraction of tasks exceeding pre-  Minimize
Rate defined latency constraints.
Energy Joules Total computation and com-  Minimize
Consumption munication energy used during
execution.
Mean Residual % Average final battery level Maximize
Battery observed across devices per
episode.
Battery Stability Std. Dev. (%) Variance of final battery levels  Stabilize
Index across episodes.
Offload Ratio Ratio (0-1) Proportion of tasks executed at ~ Balance
edge nodes rather than locally.
Offload Relative Variation of offload ratio across Adapt
Responsiveness Change workload regimes.
Convergence Episode # Episode after which policy per-  Minimize
Episode Index formance stabilizes.
Decision-Match % Agreement between LLM and  Maximize
Accuracy expert D3QN decisions.
FL Convergence Relative Variation of global loss/accu-  Stabilize
Stability Delta racy across FL rounds.
Saliency Dominance % Frequency of critical features  Validate

Score

dominating gradient saliency.
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overhead. Thus, the naive scheme represents a purely transmission-oriented schedul-

ing approach without adaptive resource allocation.

Pure Local Processing Strategy

In contrast, the pure local baseline completely disables offloading. Every compu-
tational task is handled directly on the device, regardless of workload intensity or
network state. As a result, there is no communication energy cost for task transfer.

This strategy represents a fully self-contained processing model, where decisions
are made without relying on external computational resources. While it eliminates
transmission overhead, it fails to consider cases where distributing the workload

might be advantageous.

Role of Baselines in Evaluation

Together, these two baselines define upper and lower behavioral limits on offloading
frequency. The naive offload strategy reflects always delegating, while the pure
local strategy reflects always keeping tasks in-house. Neither uses predictive insight,
collaborative learning cues, or adaptive reasoning.

By comparing the proposed framework’s decision mechanism with these extreme
cases, the evaluation framework can determine whether adaptive offloading attains
a balanced compromise between communication overhead and local computation,

instead of relying on fixed scheduling rules.

6.3.2 Single-Agent RL Baseline

Alongside the static baselines, we implement a centralized single-agent RL setup
as a learning-based reference model. This baseline enables assessment of how de-
centralized federated coordination and LLM-assisted reasoning perform relative to
a standard centralized RL controller operating in the same simulated [oT environ-

ment.
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Architecture and Training Setup

The single-agent baseline employs a D3QN architecture with PER and multi-step
returns. Unlike the federated multi-agent configuration, a single centralized agent
interacts with the entire network of simulated devices and learns a global policy
across all nodes.

Each episode consists of 35 discrete time steps, and training is conducted over
350 episodes to maintain consistency with the main experimental configuration.
The state representation, battery depletion model, and latency simulation remain
identical to those used in the proposed framework to ensure comparability between
experiments.

To evaluate robustness to stochastic initialization, the model is trained under
multiple random seeds. This setup enables examination of the behavior of the
policy convergence under different random starting conditions without altering the

environmental parameters.

Reward and Exploration Configuration

The reward formulation follows the same structural objectives as the federated
RL configuration, balancing energy preservation, latency awareness, and offload-
ing penalties. However, exploration and optimization are managed centrally rather
than independently per node. An exploration strategy e is used with controlled
decay throughout the training episodes, where € represents the probability that the
agent chooses a random action rather than the optimal one inferred from its cur-
rent knowledge. Target network updates and replay buffer sampling are performed
according to the standard D3QN practice, and all hyperparameters are selected to
ensure stable convergence within the constrained simulation horizon. Target network
updates and replay buffer sampling are performed according to the standard D3QN
practice. All hyperparameters are selected to ensure stable convergence within the

constrained simulation horizon.
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Role in Comparative Evaluation

The purpose of this baseline is to isolate the effect of decentralization and col-
laborative learning. By training a single agent over the entire system state, this
configuration removes inter-agent heterogeneity and federated aggregation effects.

It therefore serves as a controlled comparison point for assessing:

e The impact of decentralized multi-agent coordination,
e The contribution of FL synchronization,

e The influence of structured prompt-based reasoning in the LLM controller.

This baseline does not incorporate DT-driven predictive augmentation or LLM-
assisted decision inference. Instead, it relies solely on policy optimization through
iterative environment interaction, reflecting a conventional RL-based offloading con-

troller.

6.3.3 LLM Controller Behavior Under Diverse IoT Condi-

tions

To consistently evaluate controller performance across different operating conditions,
four controlled experimental scenarios were established. In each scenario, selected
environmental parameters are altered, while the simulation setup, episode duration,
and state representation remain unchanged. This configuration supports fair cross-

controller comparisons under increasingly demanding conditions.

Scenario 1: Nominal Operating Conditions

The baseline scenario reflects standard IoT operation. Task arrival rates are mod-
erate and stable over time, wireless latency follows its usual stochastic distribution
without increased variance, and all IoT devices possess similar computational re-
sources. This setup acts as a reference for evaluating controller performance under

steady-state conditions.
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Scenario 2: High Workload Intensity

To simulate bursty or computation-heavy conditions, task arrival rates are raised
compared to the baseline setup. This leads to fuller queues, higher CPU usage, and
greater scheduling pressure. All other environmental parameters are kept constant,

isolating the impact of workload intensity on decision-making behavior.

Scenario 3: Heterogeneous Device Capabilities

In this setting, IoT nodes are given diverse computational capabilities and resource
configurations. Variations in CPU frequency, processing performance, and battery
discharge behavior are incorporated to reflect realistic deployment heterogeneity.
Network conditions and workload patterns are kept the same as in the baseline,

enabling assessment of how controllers cope with differences across devices.

Scenario 4: Unstable Wireless Network Conditions

To evaluate robustness under communication uncertainty, wireless latency behavior
is adjusted to feature greater variance and more frequent delay spikes. Bandwidth
variability and sporadic congestion events are modeled to mirror real-world wireless
instability. Task generation rates and device capabilities are kept constant to isolate
the impact of network conditions.

The following chapter reports the experimental results and examines how the pro-
posed framework performs under various operating conditions. The analysis consid-
ers energy efficiency, task latency, offloading patterns, and decision interpretability
to evaluate the effectiveness and robustness of the proposed approach in realistic

TIoT scenarios.
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Chapter 7

Results and Discussion

This chapter presents and examines the experimental results of the proposed frame-
work for proactive task offloading in distributed IoT settings. The evaluation centers
on how effectively the system manages the trade-off between two key goals: reducing
computational latency and conserving device energy. In highly resource-limited IoT
networks, these goals naturally conflict. Processing tasks locally saves communica-
tion energy but can increase computation time, whereas extensive offloading to edge
servers lowers latency at the expense of higher communication energy consumption.

The results presented in this chapter, therefore, assess how well the proposed
framework manages this trade-off across a range of operating conditions. Specifi-
cally, the evaluation examines whether combining DT predictive modeling, FL coor-
dination, and LLM reasoning supports a proactive offloading strategy that enhances
both responsiveness and energy efficiency relative to conventional methods.

The analysis examines several experimental conditions, such as stable networks,
high load intensity, heterogeneous device resources, and unreliable wireless links.
Under these scenarios, the proposed LLM-assisted controller is evaluated against
multiple baselines, including purely local execution, greedy threshold-based offload-
ing, and fully edge-based processing. These comparisons make it possible to isolate
the performance improvements that stem specifically from the LLM controller’s con-

textual reasoning capabilities.
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7.1 Proactive Task Offloading Performance

This section assesses how effectively the proposed framework delivers proactive,
context-aware task scheduling. The evaluation centers on two key performance met-
rics: energy efficiency and latency reduction. Combined, these metrics reflect the
system’s capability to sustain device operation while ensuring prompt task execu-

tion.

7.2 RL Policy Convergence and Training Behav-
ior

To evaluate the learning dynamics of the proposed reinforcement learning controller,
two primary indicators are analyzed throughout training: the final battery level
achieved at the end of each episode and the frequency of offloading actions performed
by the agent. The primary design objective of the reward function is to maintain
the battery level of the device above 85% while still allowing occasional task loading
when local computational pressure increases.

Figure 7.1 illustrates the evolution of three training indicators across 350 episodes.
Specifically, Figure 7.1(a) reports the average final battery level between devices,
Figure 7.1(b) presents the average number of offloading actions per episode and
Figure 7.1(c) shows the exploration rate (¢). Collectively, these indicators provide
insight into how the RL agent transitions from exploratory behavior to a stable
offloading strategy.

During the early training stages, the agent explores the action space extensively
due to the high exploration rate. This results in relatively large variations in both
offload frequency and battery levels. In some episodes the battery level temporarily
falls below the desired 85% threshold, which occurs when exploratory offloading
actions introduce additional communication costs under unfavorable conditions.

As training progresses, the exploration rate gradually decreases, allowing the
agent to exploit the most beneficial decision patterns it has discovered. Around
episode 100, the curves begin to stabilize, indicating that the learning process has

converged toward a consistent decision policy. From this point onward, the controller
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Figure 7.1: RL training dynamics showing battery retention, offload frequency, and
exploration decay.

maintains battery levels above the target threshold while using offloading selectively
to mitigate local CPU load.

The observed convergence behavior confirms the effectiveness of the D3QN ar-
chitecture combined with PER and multi-step return updates. These mechanisms
accelerate learning by emphasizing informative experiences and propagating reward
signals more effectively across decision sequences.

Overall, the learned policy demonstrates a balanced operational strategy. Instead
of aggressively offloading or strictly processing tasks locally, the controller adopts
a cautious offloading approach that preserves energy while still benefiting from dis-
tributed computational resources when necessary. The stability of the curves after
convergence further indicates that the resulting policy is robust to variations in CPU

demand, wireless latency, and initial battery conditions encountered during training.

7.3 Baseline Strategy Comparison

To interpret the behavior of the learned RL policy, two reference scheduling strate-
gies are used as baseline comparisons. These baselines reflect extreme operational
policies that deliberately ignore contextual information about the system state. This
comparison thus emphasizes the benefits of adaptive decision-making in distributed
[oT settings.

The first baseline is a Naive Offload strategy, where every incoming task is im-

mediately sent to the edge server. The second baseline is a Pure Local Processing
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strategy, in which all tasks are handled locally and offloading is entirely disabled.
Together, these two strategies define opposite ends of the scheduling spectrum and
serve as useful reference points for assessing the performance of the proposed adap-

tive controller.

7.3.1 Naive Offload Strategy

Under the naive offloading strategy, each IoT device forwards all arriving tasks to
the edge server, irrespective of its current battery state, CPU load, or network la-
tency. Although this fully relieves the device of local computation, it incurs a steady
communication overhead. As shown in Figure 7.2 (a), the average final battery level
stabilizes at roughly 69%-72%, reflecting the impact of aggressive offloading on total
energy consumption due to transmission costs. This is consistent with the offloading
behavior observed in as shown in Figure 7.2 (b), where the offloading rate remains
nearly unchanged throughout training, holding constant at 35 offloads per episode.
While local CPU usage is reduced, this persistent offloading pattern is the primary
driver of the elevated energy consumption.

These findings indicate that blindly offloading tasks does not inherently improve
energy efficiency, as the extra communication overhead can negate the computa-
tional energy savings. This baseline thus underscores the necessity of incorporating

contextual resource information into offloading decisions.

7.3.2 Pure Local Processing Strategy

The second baseline reflects the opposite operational extreme: every task is pro-
cessed locally on the device, and offloading is never used. Consequently, the offload
count remains zero for all episodes as shown in Figure 7.3 (a).

Since no wireless transmission takes place, energy use stems exclusively from the
device’s CPU. As illustrated in Figure 7.3 (b), the average final battery level settles
around 90-91%, showing that eliminating communication overhead substantially
lowers energy consumption.

Yet, this approach does not leverage distributed computing. When local CPU

load is high or network conditions would support efficient offloading, the system
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Figure 7.2: Performance characteristics of the naive offload strategy.

cannot shift tasks elsewhere. Thus, the pure local strategy gives up computational

flexibility and can result in higher processing latency under heavy workloads.
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Figure 7.3: Performance characteristics of the pure local processing strategy.

7.3.3 Comparative Insights

The comparison of the two baseline strategies with the learned RL policy highlights

several key insights.

First, the naive offloading strategy shows that delegating too many tasks in-

93



7.4. Performance Under Reference Operating Conditions

creases communication overhead and, in turn, shortens battery life. While it does
reduce on-device computation, the constant data transfer cost ultimately dominates
any gains.

Second, the pure local strategy maximizes battery life by eliminating transmis-
sion costs. However, this choice prevents the system from exploiting distributed
computing capabilities and limits its adaptability under changing workloads.

Third, the RL-based controller settles on an operating point between these two
extremes. Rather than always offloading or never offloading, the learned policy
offloads selectively, only when the anticipated benefit exceeds the communication
overhead. This balanced behavior conserves battery power while still utilizing edge
resources when it is beneficial.

Taken together, these baselines indicate that the best task scheduling strategy
in IoT systems lies between full local processing and full offloading. Context-aware
decision policies that account for battery level, CPU utilization, and network con-

ditions are crucial for enabling energy-efficient and scalable distributed intelligence.

7.4 Performance Under Reference Operating Con-
ditions

Table 7.1 summarizes the system performance in stable network conditions with
uniform IoT devices. In this setup, the LLM-based controller attains latency fig-
ures comparable to full edge offloading while consuming substantially less energy.
This suggests that contextual reasoning driven by structured prompts can effectively
replace computationally intensive online optimization methods.

The LLM controller bases its decisions on several contextual cues encoded in the
prompt, such as DT resource predictions and FL convergence metrics. By jointly
analyzing these inputs, it offloads only those tasks that are likely to yield significant
latency gains without leading to high communication energy consumption. This
predictive approach cuts down on redundant task transfers and avoids the oscillatory
patterns commonly seen in naive greedy or simple threshold-based methods.

The findings further highlight the limitations of the two extreme baseline strate-
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gies. Processing entirely on the device remains the most energy-saving option, as it
avoids any wireless data transmission; yet, this configuration is unable to meet strict
latency requirements once the computational demand becomes substantial. At the
other extreme, offloading all tasks to the edge reliably yields the shortest response
times, but this benefit comes with a significant increase in communication-related
energy consumption. Taken together, these observations show that the proposed
framework, through prompt-driven reasoning, identifies an intermediate operating
regime that more effectively balances responsiveness with the preservation of device
energy resources, thereby avoiding the inefficiencies inherent in both extremes.

Figure 7.4 provides a more detailed view of how energy consumption and la-
tency trade off across three distinct network sizes. The local baseline lies in the
region with relatively high latency but very low energy expenditure, underscoring
the computational constraints inherent to on-device processing. By contrast, the
edge configuration attains the lowest latency among the evaluated options, but this
improvement comes at the cost of substantially increased energy usage driven by
continuous wireless data transmission. The greedy strategy yields inferior results
overall: it incurs higher latency than the edge configuration while drawing a simi-
lar amount of energy, and thus fails to offer a favorable balance between these two
metrics.

Across all device populations, the proposed LLM controller functions near the
Pareto-optimal frontier of the latency—energy trade-off.

For N=12 devices (Fig. 7.4(a)), the LLM controller reduces latency by more than
40% relative to the local execution baseline while increasing energy consumption
only moderately. When the number of devices increases to N=24 (Fig. 7.4(b)),
the controller maintains a near-optimal position on the trade-off curve and exhibits
lower variance across repeated runs. A similar trend is observed for N=36 devices
(Fig. 7.4(c)), where the LLM controller continues to outperform the greedy policy

and remains close to edge-level latency while requiring substantially less energy.
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Table 7.1: Performance comparison under baseline conditions.

Controller Latency (ms) Energy (J) Deadline Violations Offload Ratio

Local 440.8+ 16.2 0.062+0.002 0.771 £ 0.045 0.00
Greedy 263.7+ 5.7 0.147+0.004 0.423 &+ 0.025 0.92
LLM 2525+ 4.1 0.125+0.003 0.375 =+ 0.027 0.81
Edge 240.1+ 4.9 0.153+0.005 0.359 £ 0.018 1.00
N=12 N=24
450 %ocal lilocal
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Figure 7.4: Latency—energy trade-offs for baseline methods.

The comparatively small error bars for the LLM results indicate stable and con-

sistent decision-making. This stability implies that the controller converges to a

dependable scheduling strategy that balances computational load distribution and

communication overhead across different device populations.
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7.5 Performance Under High Workload Condi-
tions

Table 7.2 summerizes system behavior in high-load conditions, where the task arrival
rate is doubled to emulate bursty, congested traffic. Under this intensified workload,
naive on-device processing is rapidly saturated: devices hit their computational
limits, deplete their batteries, and still fall short of meeting tight real-time deadlines.
Purely offloading all jobs to the edge and the greedy heuristic baselines manage
to reduce latency, but only by funneling a large fraction of requests to the edge
infrastructure, which in turn sharply raises communication overhead and energy
consumption.

In contrast, the LLM-based controller adopts a more selective and context-aware
adaptation mechanism. DT workload predictions and FL synchronization signals are
exploited to pinpoint exactly which tasks benefit the most from being offloaded, in
terms of latency reduction and deadline satisfaction. This fine-grained policy focuses
offloading on latency-critical tasks and keeps others local when advantageous, yield-
ing response times comparable to those of the more aggressive offloading schemes
while substantially lowering overall energy usage. These findings suggest that the
LLM effectively captures the temporal dynamics and spatial heterogeneity of the
workload, and can continuously adjust the offloading rate and the level of device-
edge collaboration as conditions evolve.

Furthermore, when the platform is pushed close to its computational and net-
working limits and the system operates in a regime where congestion effects become
pronounced, the proposed framework still consistently meets stringent real-time
deadlines with a high success rate. It maintains this stable performance without
any additional LLM retraining or heavy hyperparameter reconfiguration, highlight-
ing the robustness, adaptability, and generalization strength of the LLM-guided

decision engine in volatile, high-stress operating scenarios.
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Table 7.2: Performance comparison under high-load conditions.

Controller Latency (ms) Energy (J) Deadline Violations Offload Ratio

Local 4340+ 7.7 0.061£0.0011 0.749 £ 0.013 0.00
Greedy 2453+ 54  0.150+0.0027 0.370 = 0.026 0.95
LLM 253.8+ 5.3 0.125+0.0009 0.378 + 0.026 0.78
Edge 2413+ 4.0 0.154+0.0030 0.386 £ 0.009 1.00

7.6 Results Under Heterogeneous Device Condi-
tions

Table 7.3 presents the system’s performance under heterogeneous device settings,
where IoT nodes differ in their computational strength and resource availability.
Such diversity adds a further dimension of difficulty, since disparities in processing
capabilities and energy budgets render uniform offloading policies inherently ineffi-
cient. Purely local execution performs inadequately because it cannot alleviate the
bottleneck introduced by weaker devices, leading to slower overall task completion
and frequent deadline breaches.

While both full edge offloading and greedy heuristics reduce latency, they incur
substantially higher total energy consumption, as even powerful devices offload tasks
that they could have handled locally with lower cost.

By contrast, the LLM-assisted controller continuously interprets each node’s con-
textual characteristics including its DT-based performance prediction and the feed-
back from the federated learning model to adapt and refine offloading decisions in
real time.

Through this context-aware policy, high-performance nodes are encouraged to
execute tasks locally when beneficial, whereas more demanding or time-critical work-
loads are selectively routed away from constrained nodes, thereby preserving a fa-
vorable trade-off between latency and energy at the network scale.

The observed consistency in both delay and energy profiles indicates that the
LLM-based controller effectively generalizes to heterogeneous operating conditions
without the need for explicit retraining, per-device tuning, or manual parameter

adjustment, highlighting its intrinsic adaptability and robustness in mixed-resource
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[oT deployments.

Table 7.3: Performance comparison under heterogeneous device conditions.

Controller Latency (ms) Energy (J) Deadline Violations Offload Ratio

Local 481.0£ 184 0.062+£0.0013 0.797 £ 0.016 0.00
Greedy 261.6+ 49 0.145+0.0020 0.413+ 0.035 0.91
LLM 253.6x 23 0.129+0.0030 0.383 £ 0.026 0.83
Edge 2443+ 6.1 0.153+0.0026 0.382+ 0.024 1.00

7.7 Performance Under Unstable Wireless Net-
works

Wireless instability represents one of the most challenging operating environments
for IoT deployments, marked by unpredictable latency spikes and variable band-
width that interfere with reliable task scheduling.

As reported in Table 7.4, the LLM-assisted controller preserves consistently high
performance under these volatile conditions, attaining latency that is nearly identical
to full edge offloading (276.1 + 4.4 ms vs. 270.5 + 9.3 ms) while using about 21%
less energy (0.122 £ 0.004 J vs. 0.154 4 0.0027 J).

This gain is driven by the LLM’s contextual reasoning, which fuses DT-based
predictions with FL convergence indicators to foresee channel deterioration in ad-
vance rather than reacting after the fact.

Rather than opportunistically exploiting every short-lived low-latency interval,
as the greedy baseline does, the LLM issues offloading decisions only when both link
stability and energy state jointly support a beneficial transfer.

By doing so, it avoids redundant or low-yield transmissions, thereby conserving
energy, reducing queuing and retransmissions, and improving overall reliability in
highly dynamic conditions. While full edge offloading can still offer marginally better
latency, its performance is tightly coupled to the availability of a stable wireless link,

and it incurs a higher energy budget, which is problematic for battery-constrained
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Table 7.4: Performance comparison under unstable wireless conditions.

Controller Latency (ms) Energy (J) Deadline Violations Offload Ratio

Local 433.0+ 11.8 0.061+£0.0017 0.753 & 0.024 0.00
Greedy 203.5+ 6.6 0.14040.0020 0.511+ 0.022 0.83
LLM 276.1+ 4.4 0.122+0.0040 0.464 + 0.016 0.76
Edge 270.5+ 9.3 0.15440.0027 0.472+ 0.028 1.00
devices.

Taken together, these results indicate that the LLM-based controller achieves a
more favorable balance between responsiveness and energy consumption, exhibit-
ing robustness to random wireless fluctuations through proactive, context-aware
scheduling that adapts to both current and predicted network states.

Figure 7.5 presents the latency—energy trade-offs under unstable wireless con-
ditions across different numbers of devices. The patterns are consistent with the
baseline case: local execution yields the lowest energy consumption but the highest
latency, whereas edge offloading lowers latency at the cost of higher energy usage.
The greedy strategy continues to be suboptimal, incurring higher latency and energy
than the LLM-based controller. In comparison, the proposed LLM solution stays
close to the optimal trade-off curve.

For N=12 (Fig. 7.5(a)), the LLM already cuts latency relative to local, while
consuming less energy than full edge offloading.

When the network grows to N=24 (Fig. 7.5(b)), the performance gap between
LLM and edge shrinks, showing that the learned policy generalizes well as contention
rises.

At N=36 (Fig. 7.5(c)), the benefits of LLM become particularly pronounced:
it attains an average latency of 276.1 + 4.4 ms with an energy expenditure of just
0.122 £ 0.004 J, clearly below that of edge offloading (0.154 + 0.0027 J).

Even under wireless variability, the LLM controller meets deadlines at a rate
comparable to edge (0.464 £+ 0.016 vs. 0.472 £ 0.028), highlighting its stability and

efficiency in challenging conditions.
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Figure 7.5: Latency-energy trade-offs under unstable wireless conditions.

7.8 Explainability and Trust Analysis

Beyond examining system-level metrics such as energy efficiency and latency, it is
also crucial to evaluate how interpretable and reliable the learned decision policies
are. In intelligent IoT scenarios where autonomous controllers choose how tasks
are executed, explainability tools help verify that decisions are transparent and
consistent with the intended system behavior. This section, therefore, explores the
explainability aspects of the proposed framework by studying feature importance
and saliency alignment within the learned policy.

Instead of focusing on the internal architecture of the RL agent, the analysis fo-
cuses on the behavior of the agent over several training episodes and on how different
state variables shape its decisions. In particular, it examines exploration patterns,

battery sustainability, ofHoading behavior, and gradient-based feature attribution.
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7.8.1 Exploration Rate Dynamics

Figure 7.6 illustrates the evolution of the exploration parameter e-greedy across
training episodes. At the beginning of training, the exploration rate is intentionally
high to encourage extensive sampling of the action space. This enables the agent
to experience a diverse set of system states, including varying CPU loads, network
latencies, and battery conditions. The "greedy" part refers to the default behavior,
most of the time, the agent picks the action it currently believes is best (the one

with the highest estimated reward).
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Figure 7.6: Decay of the exploration rate in training episodes.

A rapid decrease is seen during the first 50 episodes, after which the exploration
rate levels off close to zero. This pattern reflects a shift from exploration to ex-
ploitation, enabling the controller to reliably use the learned offloading policy once
enough information about the environment has been gathered. Such quick con-
vergence is especially important in IoT systems, where constrained computational

resources make extended training impractical.

7.8.2 Battery Retention and Energy Stability

The sustainability of the learned policy is assessed by tracking how battery levels
change over the training episodes. Figure 7.7 shows the average end-of-episode

battery level across all nodes.
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Figure 7.7: Battery level evolution across 350 training episodes.

The results indicate that battery charge remains consistently high, typically
between 82% and 83%. Small variations occur in the early training phase due to
exploratory actions, but the system rapidly stabilizes once the learned policy starts
prioritizing energy-efficient choices.

These results verify that the reward scheme effectively drives the controller to
trade off computational performance against energy conservation. Episodes with
very low battery usage usually arise when the controller locates advantageous of-

floading options while avoiding superfluous communication overhead.

7.8.3 OfHoading Behavior Distribution

To gain deeper insight into the behavioral properties of the learned policy, we ex-
amine how offloading actions are distributed across episodes. Figure 7.8 shows the

empirical distribution of offload counts observed during training.
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Figure 7.8: Distribution of average offloading actions per episode.

The histogram shows that in most episodes, fewer than five offloading actions are
taken. Still, the distribution has a long tail, with some episodes involving more than
fifteen offloads. These high-offload episodes typically arise when local computational
demand rises or when network latency spikes, making offloading more beneficial.

This heavy-tailed pattern suggests that the learned policy generally follows a
conservative offloading strategy under normal conditions, yet remains capable of
aggressively offloading tasks during atypical situations. Such adaptability is essen-
tial in real-world IoT settings, where resource availability and workload levels are

constantly changing.

7.8.4 Feature Relevance and Saliency Alignment

To gain a clearer view of how the controller makes its decisions, we apply a gradient-
based saliency method. This explainability approach quantifies the influence of each
input feature on the predicted Q-values that drive offloading choices.

Table 7.5 reports the average absolute gradient values for each state variable over
all evaluated decisions.

The saliency analysis shows that network latency and CPU utilization are the
primary drivers of offloading decisions. This aligns with the reward function’s design,
which penalizes both high latency and heavy computational load.

While battery level has a comparatively smaller gradient magnitude, its role
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Table 7.5: Average gradient magnitudes
derived from saliency analysis.

Feature Avg |[VQ|
Network Latency (¢) 0.412
CPU Load (c) 0.377
Average CPU (c) 0.305
Battery Level (b) 0.286

among the influential features confirms that the controller still accounts for energy
usage when choosing actions. Put differently, immediate performance constraints
dominate the decisions, but long-term energy efficiency remains implicitly embedded
in the learned policy.

This consistency between feature importance and design goals increases trust in
the controller’s behavior. By confirming that the agent emphasizes relevant oper-
ational signals, the explainability analysis indicates that the learned policy is not

only effective but also interpretable.

7.8.5 Implications for Trustworthy IoT Decision Intelligence

Overall, the explainability analysis yields several key insights into the behavior of

the proposed framework:

Efficient learning: The e-greedy exploration strategy converges quickly, en-

abling the controller to stabilize its decision policy early in the training process.

o Energy stability: Battery levels consistently remain above 80%, indicating
that the learned policy effectively balances computational performance with

energy conservation.

« Adaptive offloading behavior: The pattern of offloading actions shows
that the controller continuously adjusts to changing CPU load and network

conditions.

o Interpretability: Gradient-based saliency analysis indicates that the con-
troller focuses on operationally relevant features, enhancing transparency and

supporting confidence in automated decisions.
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Together, these results underscore the value of embedding explainability mecha-
nisms within intelligent IoT control frameworks. By coupling reinforcement learning
with interpretable feature attribution, the proposed system not only provides ef-
ficient task scheduling but also exposes the rationale behind its decisions. This
transparency is crucial to establishing reliable autonomous systems in resource-
constrained [oT settings.

The final chapter summarizes the main findings of this research and reflects on
the contributions of the proposed framework for intelligent task offloading in IoT
environments. It also discusses the limitations of the current study and outlines
potential directions for future research in adaptive, explainable, and energy-aware

distributed systems.
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Chapter 8

Conclusions and Future Work

This dissertation examined how to design intelligent and reliable task offloading
strategies for distributed IoT systems that operate under changing resource condi-
tions. Contemporary IoT settings must cope with several issues at once, such as
constrained energy resources, variable network performance, diverse device capa-
bilities, and growing privacy demands. Conventional reactive offloading methods
frequently fail to deliver consistent performance in these environments. To address
these challenges, this thesis proposed a unified framework that combines FL, DT-
based MARL control strategies, LLMs, and XAI methods to support proactive and
interpretable task offloading decisions. Comprehensive simulation experiments and
analytical evaluations demonstrated that the framework can successfully trade off
energy consumption, computational performance, and decision explainability in dis-
tributed IoT environments.

The findings in the preceding chapters demonstrate that integrating predictive
system modeling, decentralized collaborative learning, and explainable decision pro-
cesses allows [oT networks to function more efficiently and reliably under diverse
operating conditions. The proposed framework thus offers both conceptual and
methodological progress toward intelligent edge computing systems that support

adaptive and trustworthy decision-making.
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8.1 Summary of Scientific Contributions

The scientific contributions of this dissertation were outlined in the opening chapter
and guided the research methodology and experimental evaluation used throughout.
Rather than restating those contributions, this section discusses how the empirical
findings support the proposed research direction and demonstrate the effectiveness
of the developed framework.

The experimental results show that combining predictive DT and FL with adap-
tive learning strategies markedly enhances the stability and responsiveness of task
offloading policies in dynamic IoT settings. By using short-term predictions of sys-
tem variables, including battery state, CPU usage, and communication delay, the
framework supports proactive decisions instead of relying solely on reactive schedul-
ing. In a range of scenarios covering stable connectivity, high-load conditions, het-
erogeneous device resources, and varying wireless quality, the predictive module
consistently improved resource awareness and led to more stable task allocation.

The findings further indicate that federated training methods enable collabora-
tive learning in distributed IoT networks without needing centralized access to raw
device data. Through the federated learning framework, individual nodes gained
from shared policy updates while keeping local data private. Experimental results
demonstrated that decentralized learning still converges to a stable global policy,
showing that distributed model updates can preserve learning performance while
lowering privacy risks and communication overhead.

Another key result of the experimental analysis is the confirmation that ex-
plainability methods enhance the transparency of autonomous decision-making.
Gradient-based saliency analysis showed that the learned policy reliably focuses
on operationally relevant features, such as network latency and CPU usage, when
selecting offloading actions. This match between feature importance and system
objectives indicates that the controller acts in line with the intended optimization
goals, offering interpretable insight into how its decisions are formed.

Overall, the experiments show that adding LLM-driven reasoning to the offload-
ing pipeline yields an effective decision-support mechanism that can adjust to het-

erogeneous, rapidly changing environments. By fusing predictive signals from DTs
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with learning feedback from federated models, the LLM-based controller produced
context-aware scheduling choices that remained robust under a wide range of oper-
ating conditions.

Finally, these findings show that the proposed framework effectively integrates
predictive modeling, decentralized learning, and interpretable decision-making to
enable proactive task management in [oT systems. The experimental results thus
offer strong support that the research contributions presented in this dissertation

are both practically feasible and scientifically verified.

8.1.1 Validation of Research Hypotheses

The experimental evaluation conducted throughout this dissertation confirms the
validity of the research hypotheses introduced in earlier chapters.

Hypothesis 1 — Digital Twin—Enhanced Learning. The findings show that
integrating DT predictions into the learning process markedly enhances the stabil-
ity and agility of offloading decisions. By using forecasts of battery status, CPU
load, and network latency, the system can foresee impending resource limitations
and adjust scheduling policies in advance. Experiments over various scenarios con-
firm that this predictive capability produces more stable policies and better energy
preservation than purely reactive methods.

Hypothesis 2 — Federated MARL and Privacy Preservation. The feder-
ated training framework effectively supports distributed learning without transmit-
ting raw sensor data. Experiments indicate that agents updated through federated
aggregation converge to a shared global policy with performance similar to central-
ized methods. Meanwhile, the decentralized procedure greatly enhances privacy and
lowers communication costs, demonstrating that federated learning is practical for
large-scale IoT settings.

Hypothesis 3 — Explainability and Trust. The use of gradient-based ex-
plainability methods offers clear visibility into how the controller makes its decisions.
Saliency analysis shows that critical system variables, such as network latency and
CPU load, have a strong impact on offloading choices. This match between fea-

ture relevance and system design goals demonstrates that the controller operates in
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line with the intended optimization objectives, enhancing the interpretability of and
confidence in autonomous decision-making.

Overall, the empirical findings support the hypothesis of this dissertation: in-
tegrating predictive DTs, federated distributed learning, and explainable decision
mechanisms markedly enhances the robustness, efficiency, and trustworthiness of

task offloading in IoT networks.

8.2 Limitations of the Study

Although the proposed framework demonstrates promising results, several limita-
tions must be considered.

First, more extensive research should be conducted in real-world scenarios. Al-
though the present study models network latency, computational load, and energy
consumption in a realistic manner, broader real-world IoT deployments may involve
additional challenges, such as hardware heterogeneity, changing environmental con-
ditions, and possible communication disruptions.

Second, the present experiments target medium-sized IoT networks with a lim-
ited node count. While the framework is intended to scale to larger deployments,
further experiments are needed to assess its performance in very large distributed
environments with thousands of devices or more.

Third, the explainability analysis relies mainly on gradient-based saliency meth-
ods. Although these techniques offer useful information about feature importance,
they reflect only one type of explainability approach. More advanced interpretabil-
ity methods could yield a deeper understanding of the decision-making process and
policy dynamics.

Finally, the LLM-based decision support system was assessed in a controlled
setting using predefined prompts and system signals. Additional studies are needed
to examine how LLM reasoning performs under highly varied real-world workloads

and fluctuating network conditions.
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8.3 Future Research Directions

The results of this dissertation suggest several promising directions for future work.

A key direction is the incorporation of hardware-in-the-loop experiments. By
linking the proposed framework to actual IoT devices and edge computing platforms,
subsequent research could assess system performance under realistic hardware limi-
tations and network conditions. This type of validation would yield a more nuanced
understanding of the practical viability of deploying proactive offloading strategies.

Another promising direction concerns deployment in real-world IoT settings. Us-
ing the proposed framework in areas such as smart cities, industrial monitoring, and
intelligent transportation networks would enable assessment under varied operating
conditions and across heterogeneous device ecosystems.

An important direction for future work is to create more rigorous techniques for
interpreting and explaining how distributed intelligent systems make decisions. In
this regard, counterfactual explanations are especially useful because they indicate
the smallest changes needed for the system to reach a different outcome. Moreover,
model-agnostic interpretability tools such as SHAP [97, 98, 99] and LIME [100, 101]
can generate human-readable explanations for individual decisions without relying
on the internal structure of the model itself. Combining these techniques with MARL
agents and LLM-based controllers in IoT settings would extend analysis beyond
merely describing system behavior to achieving a deeper insight into the underlying
driving factors. Such transparency is crucial for real-world applications, where trust,
accountability, and the ability to identify and correct problematic behavior are vital.
Another promising direction is to examine how well the proposed framework holds
up in adversarial settings, such as when sensor data or communication channels
are deliberately compromised. Understanding how the system reacts to erroneous
or maliciously crafted inputs is essential for its eventual deployment in real-world
conditions.

Integrating energy harvesting is another compelling research direction, where the
framework is extended to include devices that recharge from environmental sources
like solar or kinetic energy, adding an extra layer of uncertainty that the predictive

DT must capture.
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By pursuing these research directions, future studies can further reinforce the
foundations of explainable and energy-efficient distributed intelligence, thereby bring-

ing autonomous IoT systems closer to reliable real-world deployment.
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